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QUESTION 1

A technician is working on a user\\'s workstation and notices a lot of unknown processes running in the background. The
user informs the technician that an application was recently downloaded from the Internet. 

Which of the following types of infection does the user MOST likely have? 

A. Rootkit 

B. Keylogger 

C. Trojan 

D. Ransomware 

Correct Answer: A 

 

QUESTION 2

An employee is taking a credit card payment over the phone, but the payment system has a temporary outage. 

To avoid inconveniencing the customer, the employee writes down the credit card number and expiration date on a
notepad to be entered later This is in violation of: 

A. PHI 

B. PCI 

C. Pll 

D. PGP 

Correct Answer: B 

 

QUESTION 3

Which of the following should be performed FIRST after discovering an employee is using a corporate laptop to steal
trade secrets? 

A. Disable the laptop 

B. Preserve the data 

C. Report the incident 

D. Track the evidence 

Correct Answer: C 

 



QUESTION 4

A user calls the help desk to report issues with a computer. Earlier in the day, the user received an email with a link to a
document to download. Nothing happened immediately after the user downloaded the document, but the computer then 

began to respond slowly. Applications also started to crash. The help desk technician discovers many of the user\\'s
files and applications have been renamed with .enc at the end. There is also a .txt file on the desktop with instructions
on how 

to obtain the encryption key. 

This is an example of: 

A. a virus. 

B. spam. 

C. spyware. 

D. ransomware. 

Correct Answer: D 

 

QUESTION 5

Which of the following is an authentication protocol that can be used for users in the field? 

A. WEP 

B. WPA2 

C. RADIUS 

D. TKIP 

Correct Answer: C 

 

QUESTION 6

A sales manager uses a phone as a hot-spot to connect a laptop to the Internet. The connection is fast most of the time,
but the connection becomes noticeably slower every few weeks. The manager contacts the help desk for assistance. 

Which of the following should a technician check NEXT to troubleshoot the issue? 

A. Wireless channel interference 

B. The time since the last phone restart 

C. The data plan limits 

D. The mobile OS update log 

Correct Answer: A 



 

QUESTION 7

Joe, a user, is getting out-of-office replies from people he did not email. A technician inspects Joe\\'s inbox and sees a
sent email that appears to have come from Joe. The email contains a link to a well-known company\\'s website, which is
spelled incorrectly. Joe\\'s sent items folder shows dozens of emails that were sent to everyone on his contact list. 

Which of the following is the MOST likely cause of this issue? 

A. Joe was the victim of a man-in-the-middle attack 

B. Joe inadvertently triggered a mail merge 

C. Joe\\'s email address was spoofed 

D. Joe\\'s email password was compromised 

Correct Answer: D 

 

QUESTION 8

A Microsoft application will not open when a user clicks on it. Instead, the following error message pops up: This
application has crashed. Would you like to send an error report to Microsoft? Which of the following should the user try
FIRST to resolve this issue? 

A. Open the application with administrative privileges. 

B. Open a run command and then type the application name. 

C. Reboot the computer into safe mode and try to open the program. 

D. Uninstall the program after saving any associated data and reinstall the program. 

Correct Answer: C 

 

QUESTION 9

A technician is setting up a kiosk. The technician needs to ensure the kiosk is secure and users will have access to only
the application needed for customer interaction. The technician must also ensure that whenever the computer is
rebooted or powered on it logs on automatically without a password. 

Which of the following account types would the technician MOST likely set up on this kiosk machine? 

A. Guest 

B. Administrator 

C. Power User 

D. Remote Desktop User 

Correct Answer: A 



 

QUESTION 10

Targeted emails intended to compromise security are known as: 

A. rootkits 

B. phishing 

C. hijacking 

D. spoofing 

Correct Answer: B 

 

QUESTION 11

A technician is installing a private PC in a public workspace. Which of the following password practices should the
technician implement on the PC to secure network access? 

A. Remove the guest account from the administrators group 

B. Disable single sign-on 

C. Issue a default strong password for all users 

D. Require authentication on wake-up 

Correct Answer: D 

 

QUESTION 12

A technician repaired a laptop for a customer. The customer then complained the repair took too long and questioned
the steps the technician took to fix the problem. Which of the following should the technician do NEXT? 

A. Provide documentation of the repair to the customer 

B. Allow the customer to voice concerns and post the story to social media later 

C. Inform the customer the job is done and return to the office 

D. Defend each step and why it was necessary 

Correct Answer: A 
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