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QUESTION 1

In a Cisco WLAN deployment, it is required that all APs from branch 1 remain operational even if the control plane
CAPWAP tunnel is down because of a WAN failure to headquarters. 

Which operational mode must be configured on the APs? 

A. Disconnected 

B. Connected 

C. Lightweight 

D. Standalone 

Correct Answer: D 

 

QUESTION 2

What is the default IEEE 802.1x AP authentication configuration on a Cisco Catalyst 9800 Series Wireless Controller? 

A. EAP-PEAP with 802.1x port authentication 

B. EAP-TLS with 802.1x port authentication 

C. EAP-FAST with CAPWAP DTLS + port authentication 

D. EAP-FAST with CAPWAP DTLS 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/1612/configguide/ewc_cg_16_12/ 802_1x_support.pdf 

 

QUESTION 3

You enter the command or a Cisco Catalyst 3850 Series Switch that runs Cisco ISO XE. What does the command do? 

A. It defines the user identity or the device identity to be validated by the RADIUS server. 

B. It captures information on the length of the authorized session, as well as the bandwidth usage of the client. 

C. It defines the RADIUS server used to track which sessions are still active. 

D. It defines the level of access of the user or the device. 

Correct Answer: D 

 

QUESTION 4



Which two restrictions are in place with regards to configuring mDNS? (Choose two.) 

A. mDNS uses only UDP port 5436 as a destination port. 

B. mDNS cannot use UDP port 5353 as the destination port. 

C. mDNS is not supported on FlexConnect APs with a locally switched WLAN. 

D. Controller software must be newer than 7.0.6+. 

E. mDNS is not supported over IPv6. 

Correct Answer: CE 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/multicast_broadcast_setup.html
Restrictions for Configuring Multicast DNS mDNS over IPv6 is not supported. 

mDNS snooping is not supported on access points in FlexConnect mode in a locally switched WLAN and mesh access
points. For locally switched WLANs, all multicast traffic including mDNS is simply bridged between the local VLAN and
the SSID. 

 

QUESTION 5

Which QoS level is recommended for guest services? 

A. gold 

B. bronze 

C. platinum 

D. silver 

Correct Answer: B 

 

 

QUESTION 6

A customer wants the APs in the CEO\\'s office to have different usernames and passwords for administrative support
than the other APs deployed throughout the facility. Which feature must be enabled on the WLC and APs to achieve this
goal? 

A. local management users 

B. HTTPS access 

C. 802.1X supplicant credentials 

D. override global credentials 

Correct Answer: D 



You can set a global username, password, and enable password that all access points that are currently joined to the
controller and any that join in the future inherit as they join the controller. If desired, you can override the global
credentials and assign a unique username, password, and enable password for a specific access point. 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDAT
ED/b_cg74_CONSOLIDATED_ chapter_01101011.html 

 

QUESTION 7

A network engineer needs to configure multicast in the network. The implementation will use multiple multicast groups
and PIM routers. Which address provides automatic discovery of the best RP for each multicast group? 

A. 224.0.0.13 

B. 224.0.0.14 

C. 224.0.1.39 

D. 224.0.1.40 

Correct Answer: D 

 

 

QUESTION 8

A company wants to switch to BYOD to reduce IT support costs for the company. Which option is an impact of BYOD
should be considered? 

A. increased VPN connections 

B. restricted device enforcement 

C. increased phishing attacks 

D. decreased support calls 

Correct Answer: A 

 

QUESTION 9

An IT administrator deployed an OEAP to the home of a remote user, but the OEAP cannot reach the WLC. Which two
configuration settings must be completed before an OEAP is deployed successfully? (Choose two.) 

A. Configure Secondary Controller Name and Management IP address in the High Availability tab. 

B. Configure LSC to authorize the OEAP. 

C. Configure the AP mode to FlexConnect and check the box for Office Extend AP. 

D. Configure the WLC with an external IP address on the virtual interface. 



E. Configure Primary Controller Name and Management IP address in the High Availability tab. 

Correct Answer: CE 

Step 4 and 5: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/configuration-
guide/b_cg81/b_cg81_chapter_0101111.pdf 

 

QUESTION 10

The Cisco Hyperlocation detection threshold is currently set to -50 dBm. After reviewing the wireless user location,
discrepancies have been noticed. To improve the Cisco Hyperlocation accuracy, an engineer attempts to change the
detection threshold to -100 dBm However, the Cisco Catalyst 9800 Series Wireless Controller does not allow this
change to be applied. What actions should be taken to resolve this issue? 

A. Place the APs to monitor mode shutdown the radios, and then change Cisco Hyperlocation detection threshold 

B. Shutdown all radios on the controller, change the Cisco Hyperlocation detection range, and enable the radios again. 

C. Disable Cisco Hyperlocation. change the Cisco Hyperlocation detection threshold and then enable it 

D. Create a new profile on Cisco CMX with the new Cisco Hyperlocation detection range, and apply it on the WL AN. 

Correct Answer: C 

 

 

QUESTION 11

An engineer has configured passive fallback mode for RADIUS with default timer settings. What will occur when the
primary RADIUS fails then recovers? 

A. RADIUS requests will be sent to the secondary RADIUS server until the secondary fails to respond. 

B. The controller will immediately revert back after it receives a RADIUS probe from the primary server. 

C. After the inactive time expires the controller will send RADIUS to the primary. 

D. Once RADIUS probe messages determine the primary controller is active the controller will revert back to the primary
RADIUS. 

Correct Answer: C 

 

QUESTION 12

An administrator receives reports of many interferers in the wireless network and wants to get the location of these
interferers from the maps in Cisco Prime Infrastructure. 

When looking at the floor plans/maps, the administrator does not see any interferers, but can see all wireless clients
located successfully. 

Which two statements define the cause of the issue? (Choose two.) 



A. MSE is not added to Cisco Prime infrastructure and synchronized. 

B. Interferer tracking is not enabled on the MSE. 

C. SNMP between Cisco Prime Infrastructure and the WLC is failing. 

D. Context Aware Service tracking limit has already been reached with tracking other elements. 

E. NSMP communication is inactive with the WLC. 

Correct Answer: AB 
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