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QUESTION 1

A network engineer is receiving reports of users randomly getting disconnected from their corporate applications which
traverse the data center FTD appliance. Network monitoring tools show that the FTD appliance utilization is peaking
above 90% of total capacity. What must be done in order to further analyze this issue? 

A. Use the Packet Export feature to save data onto external drives. 

B. Use the Packet Capture feature to collect real-time network traffic. 

C. Use the Packet Tracer feature for traffic policy analysis. 

D. Use the Packet Analysis feature for capturing network data. 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-
defense-f.html 

 

QUESTION 2

Which two features of Cisco AMP for Endpoints allow for an uploaded file to be blocked? (Choose two.) 

A. application blocking 

B. simple custom detection 

C. file repository 

D. exclusions 

E. application whitelisting 

Correct Answer: AB 

configure custom malware detection policies and profiles for your entire organization, as well as perform flash and full
scans on all your users’ files perform malware analysis, including view heat maps, detailed file information, network file
trajectory, and threat root causes configure multiple aspects of outbreak control, including automatic quarantines,
application blocking to stop non-quarantined executables from running, and exclusion lists 

https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Reference_a_wrapper_Chapter_topic_here.html#id_96014 

 

QUESTION 3

An engineer is building a new access control policy using Cisco FMC. The policy must inspect a unique IPS policy as
well as log rule matching. Which action must be taken to meet these requirements? 

A. Configure an IPS policy and enable per-rule logging. 

B. Disable the default IPS policy and enable global logging. 



C. Configure an IPS policy and enable global logging. 

D. Disable the default IPS policy and enable per-rule logging. 

Correct Answer: C 

There is no per-rule logging on the system. Also there would be no need to log the ACL rule as an Intrusion event will
cause the rule to generate an event. 

 

QUESTION 4

What is a feature of Cisco AMP private cloud? 

A. It disables direct connections to the public cloud. 

B. It supports security intelligence filtering. 

C. It support anonymized retrieval of threat intelligence. 

D. It performs dynamic analysis. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-
c78-742267.html 

 

QUESTION 5

A Cisco FMC administrator wants to configure fastpathing of trusted network traffic to increase performance. In which
type of policy would the administrator configure this feature? 

A. Network Analysis policy 

B. Identity policy 

C. Prefilter policy 

D. Intrusion policy 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-
v66/prefiltering_and_prefilter_policies.html 

 

QUESTION 6

A company wants a solution to aggregate the capacity of two Cisco FTD devices to make the best use of resources
such as bandwidth and connections per second. Which order of steps must be taken across the Cisco FTDs with Cisco
FMC to meet this requirement? 

A. Add members to the Cisco FMC, configure Cisco FTD interfaces, create the cluster in Cisco FMC, and configure



cluster members in Cisco FMC 

B. Add members to Cisco FMC, configure Cisco FTD interfaces in Cisco FMC, configure cluster members in Cisco
FMC, create cluster in Cisco FMC, and configure cluster members in Cisco FMC 

C. Configure the Cisco FTD interfaces, add members to FMC, configure cluster members in FMC, and create cluster in
Cisco FMC 

D. Configure the Cisco FTD interfaces and cluster members, add members to Cisco FMC, and create the cluster in
Cisco FMC 

Correct Answer: A 

 

 

QUESTION 7

Which policy rule is included in the deployment of a local DMZ during the initial deployment of a Cisco NGFW through
the Cisco FMC GUI? 

A. a default DMZ policy for which only a user can change the IP addresses. 

B. deny ip any 

C. no policy rule is included 

D. permit ip any 

Correct Answer: C 

There is no DMZ setup during initial deployment of a CISCO NGFW using the FMC GUI... You would have to specify an
interface designated to receive DMZ traffic, associate it to a security zone designated to DMZ traffic and lastly configure
a policy to act on the DMZ traffic.... 

However, when creating a NEW access control policy you have to choose from one of the 3 default actions: Block all
traffic Intrusion Prevention Network Discovery 

So Technical C would be correct because there is no DMZ deployment during initial setup but if you were to setup a
DMZ after initial setup you would most likely block all traffic by default and change it after to allow all traffic... Because
it\\'s a DMZ... 

 

QUESTION 8

An organization does not want to use the default Cisco Firepower block page when blocking HTTP traffic. The
organization wants to include information about its policies and procedures to help educate the users whenever a block
occurs. Which two steps must be taken to meet these requirements? (Choose two.) 

A. Edit the HTTP request handling in the access control policy to customized block 

B. Modify the system-provided block page result using Python 

C. Create HTML code with the information for the policies and procedures 



D. Change the HTTP response in the access control policy to custom 

E. Write CSS code with the information for the policies and procedures 

Correct Answer: CD 

 

 

QUESTION 9

Which Cisco Firepower rule action displays an HTTP warning page? 

A. Monitor 

B. Block 

C. Interactive Block 

D. Allow with Warning 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firesight/541/user-guide/FireSIGHT-System-UserGuide-
v5401/AC-Rules-Tuning-Overview.html#76698 

 

QUESTION 10

A network administrator notices that remote access VPN users are not reachable from inside the network. It is
determined that routing is configured correctly, however return traffic is entering the firewall but not leaving it What is the
reason for this issue? 

A. A manual NAT exemption rule does not exist at the top of the NAT table. 

B. An external NAT IP address is not configured. 

C. An external NAT IP address is configured to match the wrong interface. 

D. An object NAT exemption rule does not exist at the top of the NAT table. 

Correct Answer: A 

https://www.cisco.com/c/en/us/support/docs/security/firepower-management- center/212702-configure-and-verify-nat-on-
ftd.html 

 

QUESTION 11

Which two field can be used to create a new email alert within the Cisco Firepower Management center under Policies >
Actions > Alerts tab? (Choose two.) 

A. Device 



B. Source 

C. Destination 

D. From 

E. Relay Host 

Correct Answer: DE 

 

QUESTION 12

A network engineer implements a new Cisco Firepower device on the network to take advantage of its intrusion
detection functionality. There is a requirement to analyze the traffic going across the device, alert on any malicious
traffic, and appear as a bump in the wire. How should this be implemented? 

A. Specify the BVl IP address as the default gateway for connected devices. 

B. Enable routing on the Cisco Firepower 

C. Add an IP address to the physical Cisco Firepower interfaces. 

D. Configure a bridge group in transparent mode. 

Correct Answer: D 

Traditionally, a firewall is a routed hop and acts as a default gateway for hosts that connect to one of its screened
subnets. A transparent firewall, on the other hand, is a Layer 2 firewall that acts like a "bump in the wire," or a "stealth
firewall," and is not seen as a router hop to connected devices. However, like any other firewall, access control between
interfaces is controlled, and all of the usual firewall checks are in place. Layer 2 connectivity is achieved by using a
"bridge group" where you group together the inside and outside interfaces for a network, and the ASA uses bridging
techniques to pass traffic between the interfaces. Each bridge group includes a Bridge Virtual Interface (BVI) to which
you assign an IP address on the network. You can have multiple bridge groups for multiple networks. In transparent
mode, these bridge groups cannot communicate with each other. 

https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general/asa-97-general-config/intro-fw.html 
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