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QUESTION 1

Which two actions must be verified to confirm that the internet is accessible via guest access when configuring a guest
portal? (Choose two.) 

A. The guest device successfully associates with the correct SSID. 

B. The guest user gets redirected to the authentication page when opening a browser. 

C. The guest device has internal network access on the WLAN. 

D. The guest device can connect to network file shares. 

E. Cisco ISE sends a CoA upon successful guest authentication. 

Correct Answer: BE 

 

 

QUESTION 2

An administrator has added a new Cisco ISE PSN to their distributed deployment. Which two features must the
administrator enable to accept authentication requests and profile the endpoints correctly, and add them to their
respective endpoint identity groups? (Choose two ) 

A. Session Services 

B. Endpoint Attribute Filter 

C. Posture Services 

D. Profiling Services 

E. Radius Service 

Correct Answer: DE 

 

QUESTION 3

An administrator is configuring sponsored guest access using Cisco ISE Access must be restricted to the sponsor portal
to ensure that only necessary employees can issue sponsored accounts and employees must be classified to do so 

What must be done to accomplish this task? 

A. Configure an identity-based access list in Cisco ISE to restrict the users allowed to login 

B. Edit the sponsor portal to only accept members from the selected groups 

C. Modify the sponsor groups assigned to reflect the desired user groups 

D. Create an authorization rule using the Guest Flow condition to authorize the administrators 



Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. 

An organization recently implemented network device administration using Cisco ISE. Upon testing the ability to access
all of the required devices, a user in the Cisco ISE group IT Admins is attempting to login to a device in their
organization\\'s finance department but is unable to. What is the problem? 

A. The IT training rule is taking precedence over the IT Admins rule. 

B. The authorization conditions wrongly allow IT Admins group no access to finance devices. 

C. The finance location is not a condition in the policy set. 

D. The authorization policy doesn\\'t correctly grant them access to the finance devices. 

Correct Answer: D 

 

QUESTION 5

What is a difference between TACACS+ and RADIUS in regards to encryption? 

A. TACACS+ encrypts only the password, whereas RADIUS encrypts the username and password. 

B. TACACS+ encrypts the username and password, whereas RADIUS encrypts only the password. 

C. TACACS+ encrypts the password, whereas RADIUS sends the entire packet in clear text. 

D. TACACS+ encrypts the entire packet, whereas RADIUS encrypts only the password. 

Correct Answer: D 



Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-
radius/13838-10.html 

 

QUESTION 6

The security team wants to secure the wired network. A legacy printer on the network with the MAC address
00:43:08:50:64:60 does not support 802.1X. Which setting must be enabled in the Allowed Authentication Protocols list
in your Authentication Policy for Cisco ISE to support MAB for this MAC address? 

A. MS-CHAPv2 

B. EAP-TLS 

C. PAP 

D. Process Host Lookup 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_g
uide_22_chapter_010010.html#task_282816DDB9BA440BAF30EB451FF3445E 

 

QUESTION 7

An engineer is creating a new authorization policy to give the endpoints access to VLAN 310 upon successful
authentication The administrator tests the 802.1X authentication for the endpoint and sees that it is authenticating
successfully 

What must be done to ensure that the endpoint is placed into the correct VLAN? 

A. Configure the switchport access vlan 310 command on the switch port 

B. Ensure that the security group is not preventing the endpoint from being in VLAN 310 

C. Add VLAN 310 in the common tasks of the authorization profile 

D. Ensure that the endpoint is using The correct policy set 

Correct Answer: C 

 

QUESTION 8

Which two Cisco ISE deployment models require two nodes configured with dedicated PAN and MnT personas?
(Choose two.) 

A. three PSN nodes 

B. seven PSN nodes with one PxGrid node 

C. five PSN nodes with one PxGrid node 



D. two PSN nodes with one PxGrid node 

E. six PSN nodes 

Correct Answer: CD 

 

QUESTION 9

An organization is implementing Cisco ISE posture services and must ensure that a host-based firewall is in place on
every Windows and Mac computer that attempts to access the network They have multiple vendors\\' firewall
applications for their devices, so the engineers creating the policies are unable to use a specific application check in
order to validate the posture for this 

What should be done to enable this type of posture check? 

A. Use the file registry condition to ensure that the firewal is installed and running appropriately. 

B. Use a compound condition to look for the Windows or Mac native firewall applications. 

C. Enable the default firewall condition to check for any vendor firewall application. 

D. Enable the default application condition to identify the applications installed and validade the firewall app. 

Correct Answer: C 

https://www.youtube.com/watch?v=6Kj8P8Hn7dYandt=109sandab_channel=CiscoISE- IdentityServicesEngine 

 

QUESTION 10

An engineer is configuring Cisco ISE to reprofile endpoints based only on new requests of INIT-REBOOT and
SELECTING message types. Which probe should be used to accomplish this task? 

A. MMAP 

B. DNS 

C. DHCP 

D. RADIUS 

Correct Answer: C 

 

 

QUESTION 11

A network administrator is configuring authorization policies on Cisco ISE There is a requirement to use AD group
assignments to control access to network resources After a recent power failure and Cisco ISE rebooting itself, the AD
group assignments no longer work 

What is the cause of this issue? 



A. The AD join point is no longer connected. 

B. The AD DNS response is slow. 

C. The certificate checks are not being conducted. 

D. The network devices ports are shut down. 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/ise_active_directory_integration/b_ISE_AD_integration_2x.html#I
D612 

 

QUESTION 12

Which type of identity store allows for creating single-use access credentials in Cisco ISE? 

A. OpenLDAP 

B. Local 

C. PKI 

D. RSA SecurID 

Correct Answer: D 

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_id_stores.html 
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