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QUESTION 1

Refer to the exhibit. 

A Cisco ASA is configured as a client to a router running as a FlexVPN server. The router is configured with a virtual
template to terminate FlexVPN clients. Traffic between networks 192.168.0.0/24 and 172.16.20.0/24 does not work as
expected. Based on the show crypto ikev2 sa output collected from the Cisco ASA in the exhibit, what is the solution to
this issue? 

A. Modify the crypto ACL on the router to permit network 192.168.0.0/24 to network 172.16.20.0/24. 

B. Modify the crypto ACL on the ASA to permit network 192.168.0.0/24 to network 172.16.20.0/24. 

C. Modify the crypto ACL on the ASA to permit network 172.16.20.0/24 to network 192.168.0.0/24. 

D. Modify the crypto ACL on the router to permit network 172.16.20.0/24 to network 192.168.0.0/24. 

Correct Answer: B 

 

 

QUESTION 2

Refer to the exhibit. 



VPN tunnels between a spoke and two DMVPN hubs are not coming up. The network administrator has verified that the
encryption, hashing, and DH group proposals for Phase 1 and Phase 2 match on both ends. What is the solution to this
issue? 

A. Ensure bidirectional UDP 500/4500 traffic. 

B. Increase the isakmp phase 1 lifetime. 

C. Add NAT statements for VPN traffic. 

D. Enable shared tunnel protection. 

Correct Answer: A 

 

 

QUESTION 3

Which feature of GETVPN is a limitation of DMVPN and FlexVPN? 

A. sequence numbers that enable scalable replay checking 

B. enabled use of ESP or AH 



C. design for use over public or private WAN 

D. no requirement for an overlay routing protocol 

Correct Answer: D 

 

QUESTION 4

Which two types of web resources or protocols are enabled by default on the Cisco ASA Clientless SSL VPN portal?
(Choose two.) 

A. HTTP 

B. ICA (Citrix) 

C. VNC 

D. RDP 

E. CIFS 

Correct Answer: AE 

CCNP SVPN official cert guide 

"NOTE You will not see an option of RDP, VNC, SSH, and/or Telnet unless the appropriate client/server plug-in has
been installed first. " 

Leaves only HTTP and CIFS as your options. 

 

QUESTION 5

Refer to the exhibit. 



Based on the output of the show run command, which remote access VPN technology is configured? 

A. PPTP 

B. SSLVPN Full Tunnel 



C. FlexVPN 

D. clientless SSLVPN 

Correct Answer: C 

 

 

QUESTION 6

Users cannot log in to a Cisco ASA using clientless SSLVPN. Troubleshooting reveals the error message "WebVPN
session terminated: Client type not supported". Which step does the administrator take to resolve this issue? 

A. Enable the Cisco AnyConnect premium license on the Cisco ASA. 

B. Have the user upgrade to a supported browser. 

C. Increase the simultaneous logins on the group policy. 

D. Enable the clientless VPN protocol on the group policy. 

Correct Answer: D 

 

 

QUESTION 7



Refer to the exhibit. Which VPN technology is allowed for users connecting to the Employee tunnel group? 

A. SSL AnyConnect 

B. IKEv2 AnyConnect 

C. crypto map 

D. clientless 

Correct Answer: D 

Since there is no vpn-tunnel-protocol defnied under the Employee tunnel-group this setting will be inherited from the
DfltGrpPolicy And only ss-clientless is allowed in DfltGrpPolicy. 

 

QUESTION 8

Which two features are valid backup options for an IOS FlexVPN client? (Choose two.) 



A. HSRP stateless failover 

B. DNS-based hub resolution 

C. reactivate primary peer 

D. tunnel pivot 

E. need distractor 

Correct Answer: BC 

 

QUESTION 9

Two Cisco ASAs are set up in a VPN load-balancing configuration in an environment where there are thousands of
unique Cisco AnyConnect connections per day. Which scalable IP address assignment method must be implemented
on both ASAs to achieve minimal overlap when assigning IP addresses from the same subnet to AnyConnect clients? 

A. DHCP 

B. local 

C. RADIUS framed IP address 

D. RADIUS address pools 

Correct Answer: A 

 

 

QUESTION 10

Which two remote access VPN solutions support SSL? (Choose two.) 

A. FlexVPN 

B. clientless 

C. EZVPN 

D. L2TP 

E. Cisco AnyConnect 

Correct Answer: BE 

 

QUESTION 11

Refer to the exhibit. 



Which component must be configured on routers for a GETVPN deployment work properly? 

A. PE3: Key Server

Correct Answer: A 

 

 

QUESTION 12

A network engineer has set up a FlexVPN server to terminate multiple FlexVPN clients. The VPN tunnels are
established without issue. However, when a Change of Authorization is issued by the RADIUS server, the FlexVPN
server does not update the authorization of connected FlexVPN clients. Which action resolves this issue? 

A. Add the aaa server radius dynamic-author command on the FlexVPN clients. 

B. Fix the RADIUS key mismatch between the RADIUS server and FlexVPN server. 

C. Add the aaa server radius dynamic-author command on the FlexVPN server. 

D. Fix the RADIUS key mismatch between the RADIUS server and FlexVPN clients. 

Correct Answer: C 
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