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QUESTION 1

After trying multiple exploits, you\\'ve gained root access to a Centos 6 server. To ensure you maintain access, what
would you do first? 

A. Create User Account 

B. Disable Key Services 

C. Disable IPTables 

D. Download and Install Netcat 

Correct Answer: A Section: (none)

 

QUESTION 2

Which tool can be used to silently copy files from USB devices? 

A. USB Grabber 

B. USB Dumper 

C. USB Sniffer 

D. USB Snoopy 

Correct Answer: B Section: (none)

 

QUESTION 3

Your next door neighbor, that you do not get along with, is having issues with their network, so he yells to his spouse the
network\\'s SSID and password and you hear them both clearly. What do you do with this information? 

A. Nothing, but suggest to him to change the network\\'s SSID and password. 

B. Sell his SSID and password to friends that come to your house, so it doesn\\'t slow down your network. 

C. Log onto to his network, after all it\\'s his fault that you can get in. 

D. Only use his network when you have large downloads so you don\\'t tax your own network. 

Correct Answer: A Section: (none)

 

QUESTION 4

Which of the following is an application that requires a host application for replication? 

A. Micro 



B. Worm 

C. Trojan 

D. Virus 

Correct Answer: D Section: (none)

Computer viruses infect a variety of different subsystems on their hosts. A computer virus is a malware that, when
executed, replicates by reproducing it self or infecting other programs by modifying them. Infecting computer programs
can include as well, data files, or the boot sector of the hard drive. When this replication succeeds, the affected areas
are then said to be "infected". 

References: https://en.wikipedia.org/wiki/Computer_virus 

 

QUESTION 5

Which of the following represents the initial two commands that an IRC client sends to join an IRC network? 

A. USER, NICK 

B. LOGIN, NICK 

C. USER, PASS 

D. LOGIN, USER 

Correct Answer: A Section: (none)

 

QUESTION 6

How can rainbow tables be defeated? 

A. Password salting 

B. Use of non-dictionary words 

C. All uppercase character passwords 

D. Lockout accounts under brute force password cracking attempts 

Correct Answer: A Section: (none)

 

QUESTION 7

Which protocol and port number might be needed in order to send log messages to a log analysis tool that resides
behind a firewall? 

A. UDP 123 

B. UDP 541 



C. UDP 514 

D. UDP 415 

Correct Answer: C Section: (none)

 

QUESTION 8

What is a successful method for protecting a router from potential smurf attacks? 

A. Placing the router in broadcast mode 

B. Enabling port forwarding on the router 

C. Installing the router outside of the network\\'s firewall 

D. Disabling the router from accepting broadcast ping messages 

Correct Answer: D Section: (none)

 

QUESTION 9

When analyzing the IDS logs, the system administrator noticed an alert was logged when the external router was
accessed from the administrator\\'s computer to update the router configuration. What type of an alert is this? 

A. False positive 

B. False negative 

C. True positve 

D. True negative 

Correct Answer: A Section: (none)

 

QUESTION 10

What is the most common method to exploit the "Bash Bug" or "ShellShock" vulnerability? 

A. Through Web servers utilizing CGI (Common Gateway Interface) to send a malformed environment variable to a
vulnerable Web server 

B. Manipulate format strings in text fields 

C. SSH 

D. SYN Flood 

Correct Answer: A Section: (none)

Shellshock, also known as Bashdoor, is a family of security bugs in the widely used Unix Bash shell. One specific



exploitation vector of the Shellshock bug is CGI-based web servers. 

Note: When a web server uses the Common Gateway Interface (CGI) to handle a document request, it passes various
details of the request to a handler program in the environment variable list. For example, the variable
HTTP_USER_AGENT has a value that, in normal usage, identifies the program sending the request. If the request
handler is a Bash script, or if it executes one for example using the system call, Bash will receive the environment
variables passed by the server and will process them. This provides a means for an attacker to trigger the Shellshock
vulnerability with a specially crafted server request. 

References: https://en.wikipedia.org/wiki/Shellshock_(software_bug)#Specific_exploitation_vectors 

 

QUESTION 11

While checking the settings on the internet browser, a technician finds that the proxy server settings have been checked
and a computer is trying to use itself as a proxy server. What specific octet within the subnet does the technician see? 

A. 10.10.10.10 

B. 127.0.0.1 

C. 192.168.1.1 

D. 192.168.168.168 

Correct Answer: B Section: (none)

 

QUESTION 12

Which tool allows analysts and pen testers to examine links between data using graphs and link analysis? 

A. Maltego 

B. Cain and Abel 

C. Metasploit 

D. Wireshark 

Correct Answer: A Section: (none)

Maltego is proprietary software used for open-source intelligence and forensics, developed by Paterva. Maltego focuses
on providing a library of transforms for discovery of data from open sources, and visualizing that information in a graph
format, suitable for link analysis and data mining. 

References: https://en.wikipedia.org/wiki/Maltego 
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