
 

 

 

 

Vendor:Cisco

Exam Code:500-285

Exam Name:Securing Cisco Networks with FireSIGHT
Intrusion Prevention System (SSFIPS)

Version:Demo

 

 



QUESTION 1

Alert priority is established in which way? 

A. event classification 

B. priority.conf file 

C. host criticality selection 

D. through Context Explorer 

Correct Answer: A 

 

QUESTION 2

Which mechanism should be used to write an IPS rule that focuses on the client or server side of a TCP
communication? 

A. the directional operator in the rule header 

B. the "flow" rule option 

C. specification of the source and destination ports in the rule header 

D. The detection engine evaluates all sides of a TCP communication regardless of the rule options. 

Correct Answer: B 

 

QUESTION 3

Which option is true regarding the $HOME_NET variable? 

A. is a policy-level variable 

B. has a default value of "all" 

C. defines the network the active policy protects 

D. is used by all rules to define the internal network 

Correct Answer: C 

 

QUESTION 4

Which option is one of the three methods of updating the IP addresses in Sourcefire Security Intelligence? 

A. subscribe to a URL intelligence feed 



B. subscribe to a VRT 

C. upload a list that you create 

D. automatically upload lists from a network share 

Correct Answer: C 

 

QUESTION 5

Which option is a remediation module that comes with the Sourcefire System? 

A. Cisco IOS Null Route 

B. Syslog Route 

C. Nmap Route Scan 

D. Response Group 

Correct Answer: A 

 

QUESTION 6

Context Explorer can be accessed by a subset of user roles. Which predefined user role is not valid for FireSIGHT event
access? 

A. Administrator 

B. Intrusion Administrator 

C. Security Analyst 

D. Security Analyst (Read-Only) 

Correct Answer: B 

 

QUESTION 7

Which statement is true in regard to the Sourcefire Security Intelligence lists? 

A. The global blacklist universally allows all traffic through the managed device. 

B. The global whitelist cannot be edited. 

C. IP addresses can be added to the global blacklist by clicking on interactive graphs in Context Explorer. 

D. The Security Intelligence lists cannot be updated. 

Correct Answer: C 



 

QUESTION 8

Controlling simultaneous connections is a feature of which type of preprocessor? 

A. rate-based attack prevention 

B. detection enhancement 

C. TCP and network layer preprocessors 

D. performance settings 

Correct Answer: A 

 

QUESTION 9

Suppose an administrator is configuring an IPS policy and attempts to enable intrusion rules that require the operation
of the TCP stream preprocessor, but the TCP stream preprocessor is turned off. Which statement is true in this
situation? 

A. The administrator can save the IPS policy with the TCP stream preprocessor turned off, but the rules requiring its
operation will not function properly. 

B. When the administrator enables the rules and then attempts to save the IPS policy, the administrator will be
prompted to accept that the TCP stream preprocessor will be turned on for the IPS policy. 

C. The administrator will be prevented from changing the rule state of the rules that require the TCP stream
preprocessor until the TCP stream preprocessor is enabled. 

D. When the administrator enables the rules and then attempts to save the IPS policy, the administrator will be
prompted to accept that the rules that require the TCP stream preprocessor will be turned off for the IPS policy. 

Correct Answer: B 

 

QUESTION 10

When configuring FireSIGHT detection, an administrator would create a network discovery policy and set the action to
"discover". Which option is a possible type of discovery? 

A. host 

B. IPS event 

C. anti-malware 

D. networks 

Correct Answer: A 

 



QUESTION 11

Remote access to the Defense Center database has which characteristic? 

A. read/write 

B. read-only 

C. Postgres 

D. Estreamer 

Correct Answer: B 

 

QUESTION 12

Which policy controls malware blocking configuration? 

A. file policy 

B. malware policy 

C. access control policy 

D. IPS policy 

Correct Answer: A 
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