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QUESTION 1

Shredding documents helps prevent: 

A. Man-in-the-middle attacks 

B. Social engineering 

C. File corruption 

D. Remote code execution 

E. Social networking 

Correct Answer: B 

Reference: http://technet.microsoft.com/en-us/library/cc875841.aspx 

 

QUESTION 2

Which of the following is a use of Microsoft Windows Malicious Software Removal Tool? 

A. To gain unauthorized remote access to a computer and launch additional attacks. 

B. To distribute itself automatically from one computer to another via network connections. 

C. To remove the malware. 

D. To perform repetitive or time-consuming task on a network. 

Correct Answer: C 

Microsoft Windows Malicious Software Removal Tool is used to remove the malware. 

Answer: D is incorrect. A bot is defined as a program that is used to perform repetitive or time- consuming task on a
network. Answer: A is incorrect. Rootkit is used to gain unauthorized remote access to a computer and launch
additional 

attacks. 

Answer: B is incorrect. A worm can automatically distribute itself from one computer to another via network
connections. 

 

QUESTION 3

You work as a Network Administrator for TechMart Inc. The company has a Windows-based network. After completing a
security audit of the company\\'s Microsoft Windows Server 2008 R2 file servers, you have determined that folder and
share security requires a revision on the basis of corporate reorganization. You have noticed that some shares on the
file system are not secured. Which of the following is a feature that you will use to reassign permissions without
assigning permissions to every parent and child folder? 



A. Inheritance 

B. Kerberos 

C. TCP/IP protocol 

D. User Account Control (UAC) 

Correct Answer: A 

Inheritance is defined as the concept of permissions that are propagated to an object from a parent object. It is found in
both file system permissions and Active Directory permissions and does not work with share permissions. It is used to
reassign permissions without assigning permissions to every parent and child folder Answer: B is incorrect. Kerberos is
defined as a secure method used for authenticating a request for a service in a computer network. Answer: D is
incorrect. User Account Control (UAC) is used to prevent unauthorized changes to computers on the domain. Answer: C
is incorrect. TCP/IP protocol is used to define the rule computers are required to follow for communicating with each
other over the internet. 

 

QUESTION 4

Which of the following is a secret numeric password shared between a user and a system for authenticating the user to
the system? 

A. PIN 

B. Private key 

C. Key escrow 

D. Public key 

Correct Answer: A 

A personal identification number (PIN) is a secret numeric password shared between a user and a system for
authenticating the user to the system. Answer: C is incorrect. Key escrow is an arrangement in which the keys needed
to decrypt encrypted data are held in escrow so that, under certain circumstances, an authorized third party may gain
access to those keys. These third parties may include businesses, who may want access to employees\\' private
communications, or governments, who may wish to be able to view the contents of encrypted communications. Answer:
B is incorrect. In cryptography, a private or secret key is an encryption/decryption key known only to the party or parties
that exchange secret messages. In traditional secret key cryptography, a key would be shared by the communicators so
that each could encrypt and decrypt messages. Answer: D is incorrect. A Public Key is known commonly to everybody.
It is used to encrypt data. Only specific users can decrypt it. Data encryption is used to encrypt data so that it can only
be decrypted with the corresponding private key owned by the public key owner. The public key is also used to verify
digital signatures. This signature is created by the associated private key. 

 

QUESTION 5

You check the logs on several clients and find that there is traffic coming in on an odd port (port 1872). All clients have
the Windows XP firewall turned on. What should you do to block this unwanted traffic? 

A. Perform a virus scan to find the virus responsible for this traffic. 

B. Check the exceptions in the firewall and unselect that port exception. 



C. Trace back that traffic and find its origin. 

D. Shut down the service that connects to that port. 

Correct Answer: B 

The Windows firewall has an exception list of applications and ports that are allowed to pass through the firewall. Find
this port and remove it from the exception list. 

 

QUESTION 6

You suspect a user\\'s computer is infected by a virus. What should you do first? 

A. Restart the computer in safe mode 

B. Replace the computer\\'s hard disk drive 

C. Disconnect the computer from the network 

D. Install antivirus software on the computer 

Correct Answer: D 

 

QUESTION 7

The default password length for a Windows Server domain controller is: 

A. 0 

B. 5 

C. 7 

D. 14 

Correct Answer: C 

 

QUESTION 8

An employee where you work is unable to access the company message board in Internet Explorer. You review her
Internet Options dialog box, as shown in the following image: 



Use the drop-down menus to select the answer choice that completes each statement. Each correct selection is worth
one point. 

Hot Area: 



Correct Answer: 

 

 

QUESTION 9

You are volunteering at an organization that gets a brand new web server. To make the server more secure, you should
add a second administrator account. 

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if
the underlined text makes the statement correct. 

A. Disable unused services 

B. Enable LM authentication 

C. Enable NTLM authentication 

D. No change is needed. 

Correct Answer: A 

 

QUESTION 10

You create a new file in a folder that has inheritance enabled. By default, the new file: 



A. Takes the permissions of the parent folder 

B. Does not take any permissions 

C. Takes the permissions of other folders in the same directory 

D. Takes the permissions of other files in the same directory 

Correct Answer: A 

Reference: https://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/acl_inherit_permissions.mspx?mfr=true 

 

QUESTION 11

Mark works as a Security Officer for TechMart Inc. The company has a Windows- based network. He has bees
assigned a project for ensuring the safety of the customer\\'s money and information, not to mention the company\\'s
reputation. The company has gone through a security audit to ensure that it is in compliance with industry regulations
and standards. Mark understands the request and has to do his due diligence for providing any information the
regulators require as they are targeting potential security holes. In this situation, his major concern is the physical
security of his company\\'s system. Which of the following actions will Mark take to prevent the use of key loggers in the
company? 

A. Provide protection against a Distributed Denial of Services attack. 

B. Call a team member while behaving to be someone else for gaining access to sensitive information. 

C. Ensure that the terminals are locked and perform a regular inspection of the ports on the systems. 

D. Develop a social awareness of security threats within an organization. 

Correct Answer: C 

To prevent the use of key loggers in the organization, user is required to ensure that the terminals are locked and to
perform a regular inspection of the ports on the systems. 

Answer: A While stressing the Con? dentiality, Integrity, and Availability triangle in the training of users, the process of
providing availability is related to security training to ensure the protection against a Distributed Denial of Services
attack. 

 

QUESTION 12

Which of the following is a broadcast domain created by a switch? 

A. VLAN 

B. MAN 

C. DMZ 

D. VPN 

Correct Answer: A 



A VLAN is a broadcast domain created by a switch. Each broadcast domain connected to interfaces of the switch is
known as a separate VLAN. A VLAN should be configured when a LAN has lots of traffic or more than 200 devices. It is
also required when groups of users need more security or when a group of users has the same type of work and needs
to be on the same broadcast domain. Answer: D is incorrect. A Virtual Private Network (VPN) is a computer network
that is implemented in an additional software layer (overlay) on top of an existing larger network for the purpose of
creating a private scope of computer communications or providing a secure extension of a private network into an
insecure network such as the Internet. The links between nodes of a Virtual Private Network are formed over logical
connections or virtual circuits between hosts of the larger network. The Link Layer protocols of the virtual network are
said to be tunneled through the underlying transport network. Answer: C is incorrect. A demilitarized zone (DMZ) is a
physical or logical subnetwork that contains and exposes external services of an organization to a larger network,
usually the Internet. The purpose of a DMZ is to add an additional layer of security to an organization\\'s Local Area
Network (LAN); an external attacker only has access to equipment in the DMZ, rather than the whole of the network.
Hosts in the DMZ have limited connectivity to specific hosts in the internal network, though communication with other
hosts in the DMZ and to the external network is allowed. This allows hosts in the DMZ to provide services to both the
internal and external networks, while an intervening firewall controls the traffic between the DMZ servers and the
internal network clients. In a DMZ configuration, most computers on the LAN run behind a firewall connected to a public
network such as the Internet. Answer: B is incorrect. Metropolitan Area Network (MAN) represents a network that
connects two or more LANs in the same geographic area. A network connecting two different buildings or offices in the
same city is an example of a MAN. The LANs involved in a MAN are connected to one another through high-speed
connections such as T1, SONET, SDH, etc. A MAN is a hybrid of a LAN and a WAN. A WAN provides low to medium
speed access, whereas a MAN provides high-speed access. 
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