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QUESTION 1

How can the use of pre-compiled XPath expressions help avoid attacks? 

A. Pre-compiled XPath expressions execute faster and therefore help avoid denial of service attacks. 

B. Pre-compiled XPath expressions reduce the chance of missing escape characters, which helps avoid XPath injection
attacks 

C. Pre-compiled XPath expressions contain no white space, which helps avoid buffer overrun attacks 

D. They can\\'t because XPath expressions cannot be pre-compiled 

Correct Answer: B 

 

QUESTION 2

 is an industry standard that describes mechanisms for issuing, validating, renewing and cancelling security tokens. 

A. WS-Security 

B. WS-Trust 

C. WS-SecureConversation 

D. WS-Security Policy 

Correct Answer: B 

 

QUESTION 3

Service A acts as a trusted subsystem for a shared database. The database contains sensitive information and
performs strict validation on all incoming data modification requests. In case of any invalid input values, the database
throws detailed error messages that are required for debugging purposes and are automatically relayed back to service
consumers by Service A. Recently, while going through the access logs of the database, it has been reported that
attempts have been made to connect to the database from outside the organization. 

What can be done to prevent such attacks while preserving the existing database debugging requirements? 

A. The Data Confidentially pattern needs to be applied so that all request and response messages exchanged by
Service A are encrypted. 

B. The Data Origin Authentication pattern needs to be applied in order to incorporate digital signatures in request and
response messages exchanged by Service A. 

C. The Service Perimeter Guard pattern needs to be applied in order to centralize access to the database. 

D. None of the above. 

Correct Answer: D 



 

QUESTION 4

The use of parameterized expressions can help avoid which type of attack? 

A. XML parser attack 

B. Buffer overrun attack 

C. XPath injection attack 

D. Exception generation attack 

Correct Answer: C 

 

QUESTION 5

The Service Perimeter Guard pattern can be applied together with the Message Screening pattern, resulting in a
perimeter service that contains message screening logic. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 6

The Trusted Subsystem pattern can be applied to a service that encapsulates which of the following resources? 

A. A database 

B. A legacy system 

C. A file with predefined access control permissions 

D. All of the above. 

Correct Answer: D 

 

QUESTION 7

The Trusted Subsystem pattern is applied to a service that provides access to a database. Select the answer that best
explains why this service is still at risk of being subjected to an insufficient authorization attack. 

A. Attackers can steal confidential data by monitoring the network traffic that occurs between the service and the
database. 

B. Because the Service Perimeter Guard pattern was also not applied, the database is not protected by a firewall. 



C. If an attacker gains access to the security credentials used by the service to access the database, the attacker can
access the database directly. 

D. None of the above. 

Correct Answer: C 

 

QUESTION 8

The application of the Data Origin Authentication pattern and the Data Confidentiality pattern do not help mitigate the
risk of malicious intermediary attacks. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 9

Service A requires message confidentiality using message-layer security. You are asked to create a security policy for
Service A that communicates its confidentiality requirements. However, you have not yet determined the type of
encryption mechanism that will be used to enable message confidentiality. 

What types of binding assertions can you use to convey what service consumers should expect in the WS-Security
header of SOAP messages exchanged by the service? 

A. Transport binding assertion 

B. Symmetric binding assertion 

C. Asymmetric binding assertion 

D. Protection binding assertion 

Correct Answer: BC 

 

QUESTION 10

The Message Screening pattern can be used to avoid which of the following types of attacks? 

A. buffer overrun attack 

B. XPath injection attack 

C. SQL injection attack 

D. exception generation attack 

Correct Answer: ABC 



 

QUESTION 11

Which of the following statements is true? 

A. When the maxOccurs attribute in an XML schema element is not specified it creates a security risk because attackers
can specify this element multiple times. 

B. When numeric ranges within an XML schema are not specified it creates a security risk because attackers can
introduce very large numeric values within the message data. 

C. When the xsd:any element is used within an XML schema it can introduce a security risk because it allows attackers
to extend the schema. 

D. All of above. 

Correct Answer: D 

 

QUESTION 12

Service A, residing outside the private network of an organization, provides logic that sanitizes message error
information on behalf of other services that reside inside the private network, behind a firewall. 

Where is the vulnerability in this architecture? 

A. There is no central management of error messages. Instead, policy enforcement points should be used so that all
services are required to comply with a policy that states that any error message generated needs to be free of sensitive
data. 

B. The sanitization logic resides outside the private network. Therefore, if communication between Service A and the
services within the private network is compromised, an attacker can get access to sensitive data from non-sanitized
messages generated by services inside the private network. 

C. There is no single sign-on mechanism in place, which puts all services (within and outside the private network) at
risk. 

D. None of the above. 

Correct Answer: B 
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