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QUESTION 1

Service Consumer A sends a request message with a Username token to Service A (1). Service B authenticates the
request by verifying the security credentials from the Username token with a shared identity store (2), To process
Service Consumer A\\'s request message. Service A must use Services B, C, and D. Each of these three services also
requires the Username token (3. 6, 9) in order to authenticate Service Consumer A by using the same shared identity
store (4, 7, 10). Upon each successful authentication, each of the three services (B, C, and D) issues a response
message back to Service A (5, 8, 11). Upon receiving and processing the data in all three response messages, Service
A sends its own response message to Service Consumer A (12). 

There are plans implement a single sign-on security mechanism in this service composition architecture. The service
contracts for Services A, C, and D can be modified with minimal impact in order to provide support for the additional
messaging requirements of the single sign-on mechanism. However, Service B\\'s service contract is tightly coupled to
its implementation and, as a result, this type of change to its service contract is not possible as it would require too
many modifications to the underlying service implementation. Given the fact that Service B\\'s service contract cannot
be changed to support single sign-on, how can a single sign-on mechanism still be implemented across all services? 

A. Apply the Brokered Authentication pattern so that Service A acts as an authentication broker that issues a SAML
token on behalf of Service Consumer A, and forwards this token to Services C and D. Create a new utility service is
positioned between Service A and Service 

B. This utility service perform a conversion of the SAML token to a Username token, and then forwards the Username
token to Service B so that Service B can still perform authentication of incoming requests using its own security
mechanism. 

C. Apply the Brokered Authentication pattern to establish Service A as an authentication broker that issues a SAML
token for Service Consumer A and forwards Service Consumer A\\'s token to other services. Apply the Trusted
Subsystem pattern to create a utility service that acts as a trusted subsystem for Service B. This utility service is able to
perform authentication using the SAML token from Service A and can then generate a Username token by embedding
its own credentials when accessing Service B. This way, Service B can perform authentication of requestmessages as it
does now, but it can still participate in the single sign-on message exchanges without requiring changes to its service



contract. 

D. Apply the Brokered Authentication pattern so that Service A acts as an authentication broker that issues a SAML
token for Service Consumer A and forwards Service Consumer A\\'s token to Services C and D. Create a second
service contract for Service B that supports single sign-on. This way, Service B can still perform authentication of
incoming requests using the old service contract while allowing for the processing of SAML tokens using the new
service contract. 

E. Replace the Username tokens with X.509 digital certificates. This allows for the single sign-on mechanism to be
implemented without requiring changes to any of the service contracts. 

Correct Answer: A 

 

QUESTION 2

Service A provides a data access capability that can be used by a variety of service consumers. The database records
accessed by Service A are classified as either private or public. There are two types of service consumers that use
Service A: Service consumers with public access permissions (allowed to access only public data records) and service
consumers with private access permissions (allowed to access all data records). For performance reasons the Service
A architecture uses a single database, named Database A. Each record in Database A is classified as either private or
public. After Service A is invoked by a service consumer (1), it authenticates the request message using an identity
store and retrieves the corresponding authorization (2, 3). Once authorized, the service consumer\\'s request is
submitted to Database A (4), which then returns the requested data (5) If the service consumer has private access
permissions, all of the returned data is included in Service A\\'s response message (6). If the service consumer has
public access permissions, then Service A first filters the data in order to remove all unauthorized private data records,
before sending to the response message to the service consumer (6). 

An investigation recently detected that private data has been leaked to unauthorized service consumers. An audit of the
Service A architecture revealed that Service A\\'s filtering logic is flawed, resulting in situations where private data was
accidentally shared with service consumers that only have public access permissions. Further, it was discovered that
attackers have been monitoring response messages sent by Service A in order to capture private data. It is
subsequently decided to split Database A into two databases: one containing only private data (the Private Database)
and the other containing only public data (the Public Database). What additional changes are necessary to address
these security problems? 

A. The Service A logic needs to be modified to work with the two new databases. Service A needs to be able to access
the Public Database and the Private Database when it receives a request message from a service consumer with
private access permissions, and it must only access the Public Database when it receives a request message from a
service consumer with public access permissions. Furthermore, any response messages issued by Service A containing
private data need to be encrypted. 



B. A utility service needs to be created and positioned between Service A and the service consumer. The utility service
cancontain screening logic that can verify the service consumer\\'s credentials and then forward the request message to
the Private Database or to the Public Database, depending on the service consumer\\'s access permissions. Because
each request message is evaluated by the database, no filtering of the returned data is necessary. The data is sent
back to the consumer in a response message encrypted using symmetric key encryption. 

C. After the service consumer\\'s request message is authenticated. Service A can generate a one- time symmetric
encryption key that it sends to the service consumer.This key is encrypted by the public key of the service consumer.
After the service consumer acknowledges the receipt of the one-time encryption key, Service A forwards the service
consumer\\'s data access request (and the corresponding credentials) to both databases. After receiving the responses
from the databases, Service A compiles the results into a single response message. This message is encrypted with the
one-time key and sent by Service A to the service consumer. 

D. The Service A architecture can be enhanced with certificate-based authentication of service consumers in order to
avoid dependency on the identity store. By using digital certificates, Service A can authenticate a service consumer\\'s
request message and then forward the data access request to the appropriate database. After receiving the responses
from the databases, Service A can use the service consumer\\'s public key to encrypt the response message that is sent
to the service consumer. 

Correct Answer: A 

 

QUESTION 3

Service Consumer A sends a request message to Service A (1) after which Service A retrieves financial data from
Database A (2). Service A then sends a request message with the retrieved data to Service B (3). Service B exchanges
messages with Service C (4) and Service D (5), which perform a series of calculations on the data and return the results
to Service A. Service A uses these results to update Database A (7) and finally sends a response message to Service
Consumer A (8). Component B has direct, independent access to Database A and is fully trusted by Database A. Both
Component B and Database A reside within Organization A. Service Consumer A and Services A, B, C, and D are
external to the organizational boundary of Organization A. 



Service A has recently experienced an increase in the number of requests from Service Consumer A. However, the
owner of Service Consumer A has denied that Service Consumer A actually sent these requests. Upon further
investigation it was determined that several of these disclaimed requests resulted in a strange behavior in Database A,
including the retrieval of confidential data. The database product used for Database A has no feature that enables
authentication of consumers. Furthermore, the external service composition (Services A, B, C, D) must continue to
operate at a high level of runtime performance.How can this architecture be improved to avoid unauthenticated access
to Database A while minimizing the performance impact on the external service composition? 

A. Service Consumer A generates a pair of private/public keys (Public Key E and Private KeyD) and sends the public
key toService A. Service A can use this key to send confidential messages to Service Consumer A because messages
encrypted by the public key of Service Consumer Acan only be decrypted by Service A The Data Origin Authentication
pattern can be further applied so that Service A can authenticate Service Consumer A by verifying the digital signature
on request messages. The Message Screening pattern is applied to a utility service that encapsulates Database A in
order to 

prevent harmful input. 

B. The Brokered Authentication pattern is applied so that each service consumer generates a pair of private/public keys
and sends the public key to Service A. When any service in the external service composition (Services A, B, C, and D)
sends a request message to another service, the request message is signed with the private key of the requesting
service (the service acting as the service consumer). The service then authenticates the request using the already
established public key of the service consumer. If authentication is successful, the service generates a symmetric
session key and uses the public key of the service consumer to securely send the session key back to the service
consumer. All further communication is protected by symmetric key encryption. Because all service consumers are
authenticated, all external access to Database A is secured. 

C. A utility service is established to encapsulate Database A and to carry out the authentication of all access to the
database by Service A and any other service consumers. To further support this functionality within the utility service, an
identity store is introduced. This identity store is also used by Service A which is upgraded with its own authentication
logic to avoid access by malicious service consumers pretending to be legitimate service consumers. In order to avoid
redundant authentication by services within the external service composition, Service A creates a signed SAML



assertion that contains the service consumer\\'s authentication and authorization information. D. Implement a firewall
between Service Consumer A and Service A. All access to Service A is then controlled by the firewall rules. The firewall
contains embedded logic that authenticates request messages and then forwards permitted messages to Service A.
Moreover, the firewall can implement the Message Screening pattern so that each incoming message is screened for
malicious content. This solution minimizes the security processing performed by Service A in order to maintain the
performance requirements of the external service composition. 

Correct Answer: C 

 

QUESTION 4

Service A provides a data retrieval capability that can be used by a range of service consumers, including 

Service Consumer A. In order to retrieve the necessary data, Service Consumer A first sends a request 

message to Service A (1). Service A then exchanges request and response messages with Service B (2, 

3), Service C (4, 5), and Service D (6. 

7). After receiving all three response messages from Services B. C. and D, Service A assembles the 

collected data into a response message that it returns to Service Consumer A (8). 

The owner of Service A charges service consumers for each usage of the data retrieval capability. Recently, the owner
of Service Consumer A has complained that the data returned by Service A is incorrect, incomplete, and from invalid
sources. As evidence, the Service Consumer A owner has presented the owner of Service A with sample messages
containing the incorrect and incomplete contents. As a result, the Service Consumer A owner has refused to pay the
usage fees. Subsequent to an internal investigation, the owner of Service A determines that the data returned by
Service A is consistently correct and complete. There are suspicions that the Service Consumer A owner is altering the
original messages and issuing these complaints fraudulently in order to avoid paying the usage fees. How can the
owner of Service A prove that Service A is returning correct and complete data and that this data originated from the
correct sources? 



A. Apply the Data Origin Authentication and the Data Confidentiality patterns to ensure that request and response
messagesexchanged between Service A and Services B. C, and D are digitally signed and encrypted. This guarantees
message integrity and confidentiality. 

B. Apply the Data Origin Authentication pattern to verily that request and response messages exchanged by Service
Consumer A and Service A and exchanged by Service A and Services B, C, and D originated from the claimed sources
and have not been altered prior to transmission. Also, enhance the Service A architecture so that all messages sent to
its service consumers are logged. 

C. Apply the Brokered Authentication pattern to send the security credentials of Service Consumer A to Services B, C,
and D.Service A can carry out the brokered authentication logic and therefore act as the intermediary security broker.
Upon receiving Service Consumer A\\'s request message, Service A can further verify the credentials against an
external certificate authority,if the request is authenticated. Service A can create a signed SAML assertion containing
Service Consumer A\\'s credentials and the authorization information. Service A then forwards the original request
message and the signed SAML assertion to Services B,C,andD. 

D. The service contract of Service A can be extended with an ignorable WS-Policy assertion that states that all request
and response messages are logged by Service A and that false complaints will be prosecuted. 

Correct Answer: B 

 

QUESTION 5

Service Consumer A sends a request message to Service A (1), after which Service A sends a request message with
security credentials to Service B (2). Service B authenticates the request and, if the authentication is successful, writes
data from the request message into Database B (3). Service B then sends a request message to Service C (4), which is
not required to issue a response message. Service B then sends a response message back to Service A (5). After
processing Service B\\'s response, Service A sends another request message with security credentials to Service B (6).
After successfully authenticating this second request message from Service A, Service B sends a request message to
Service D (7). Service D is also not required to issue a response message. Finally, Service B sends a response
message to Service A (8), after which Service A records the response message contents in Database A (9) before
sending its own response message to Service Consumer A (10). 

Services A and B use digital certificates to support message integrity and authentication. With every message exchange
between the two services (2, 5, 6, 8), the digital certificates are used. It has been determined that both Databases A and
B are vulnerable to malicious attackers that may try to directly access sensitive data records. Furthermore, performance
logs have revealed that the current exchange of digital certificates between Services A and B is unacceptably slow. How
can the integrity and authenticity of messages exchanged between Services A and B be maintained, but with improved
runtime performance 

-



and - how can Databases A and B be protected with minimal additional impact on performance? 

A. 

Apply the Brokered Authentication pattern to establish an authentication broker that uses WS- Trust based SAML
tokens for message exchanges between Services A and B. This eliminates the need for Service A to be repeatedly
authenticated by Service B. Use the public key of Service A to encrypt Database A and use the public key of Service B
to encrypt Database B. 

B. 

Apply the Brokered Authentication pattern to establish an authentication broker that uses WS-SecureConversation
securitycontext tokens (SCTs) to generate and transmit a symmetric session key. The session key is used to encrypt
and digitally sign messages exchanged between Services A and B. For each database the Trusted Subsystem pattern
is applied to require authenticated access to the database and to prevent attackers from accessing the database
directly 

C. 

Apply the Direct Authentication pattern to establish mutual authentication between Services A and B 

using a shared identity store. Service A attaches a Username token to the first request message sent to Service B and
Service B authenticates the request message using the shared identity store. Similarly, when Service B submits a
response message to Service A. it attaches its own Username token that Service A then authenticates by also using the
same shared identitystore. Database A is encrypted using the Service A password as a secret encryption key and
Database B is encrypted using the Service B password as a secret encryption key. 

D. Apply the Brokered Authentication pattern to establish an authentication broker that uses WS- Trust based SAML
tokens for message exchanges between Services A and B. This eliminates the need for Service A to be repeatedly
authenticated by Service B. Database A is encrypted using the Service A password as a secret encryption key and
Database B is encrypted using the Service B password as a secret encryption key. 

Correct Answer: B 

 

QUESTION 6

Service Consumer A sends a request message to Service A (1), after which Service A sends a request message to
Service B (2). Service B forwards the message to have its contents calculated by Service C (3). After receiving the
results of the calculations via a response message from Service C (4), Service B then requests additional data by
sending a request message to Service D (5). Service D retrieves the necessary data from Database A (6), formats it into
an XML document, and sends the response message containing the XML-formatted data to Service B (7). Service B
appends this XML document with the calculation results received from Service C, and then records the entire contents
of the XML document into Database B (8). Finally, Service B sends a response message to Service A (9) and Service A
sends a response message to Service Consumer A (10). Services A, B and D are agnostic services that belong to
Organization A and are also being reused in other service compositions. Service C is a publicly accessible calculation
service that resides outside of the organizational boundary. Database A is a shared database used by other systems
within Organization A and Database B is dedicated to exclusive access by Service 

B. 



Recently, Service D received request messages containing improperly formatted database retrieval requests. All of
these request messages contained data that originated from Service C. There is a strong suspicion that an attacker
from outside of the organization has been attempting to carry out SOL injection attacks. Furthermore, it has been
decided that each service that writes data to a database must keep a separate log file that records a timestamp of each
database record change. Because of a data privacy disclosure requirement used by Organization A, the service
contracts of these services need to indicate that this logging activity may occur. How can the service composition
architecture be improved to avoid SQL injection attacks originating from Service C - and - how can the data privacy
disclosure requirement be fulfilled? 

A. Apply the Service Perimeter Guard pattern together with the Message Screening pattern in order to establish a
perimeter service with message screening logic. Position the perimeter service between Service C and Service B. The
message screening logic rejects or filters out potentially harmful content 

in messages sent from Service C, prior to being forwarded to Service B. Secondly, update the service 

contracts for Services B and D with an optional WS-Policy assertion that provides service consumers 

with the option of complying to the logging requirements. 

B. Apply the Data Origin Authentication pattern to authenticate data received from Service C. Service C digitally signs
any datasent in response messages to Service B. Service B can then verify that the data has not been modified during
transit and that it originated from Service C. Secondly, update the service contracts for Services B and D with an
ignorable WS-Policy assertion that communicates the possibility of the logging activity. 

C. Apply the Data Origin Authentication pattern to authenticate data received from Service C. Service C digitally signs
any datasent in response messages to Service B. Service B can then verify that the data has not been modified during
transit and that it originated from Service C. Secondly, update the service contracts for Services B and D with an
ignorable WS-Policy assertion that communicates the possibility of the logging activity. The service contracts for
Services B and D are updated with an optional WS- Policy assertion that provides service consumers with the option of



complying to the logging requirements. 

D. Apply the Message Screening pattern in order to establish a service agent with message screening logic. Position the
service agent between Service C and Service B. The service agent\\'s message screening logic can reject or filter out
potentially harmful content in messages sent from Service C, before being processed by Service B. Secondly, update
the service contracts for Services B and D with an ignorable WS-Policy assertion that communicates the possibility of
the logging activity. 

Correct Answer: D 

 

QUESTION 7

Service A provides a customized report generating capability. Due to infrastructure limitations, the number of service
consumers permitted to access Service A concurrently is strictly controlled. Service A validates request messages
based on the supplied credentials (1). If the authentication of the request message is successful, Service A sends a
message to Service B (2) to retrieve the required data from Database A (3). Service A stores the response from Service
B (4) in memory and then issues a request message to Service C (5). Service C retrieves a different set of data from
Database A (6) and sends the result back to Service A (7). Service A consolidates the data received from Services B
and C and sends the generated report in the response message to its service consumer (8). 

This service composition was recently shut down after it was discovered that Database A had been successfully
attacked twice in a row. The first type of attack consisted of a series of coordinated request messages sent by the same
malicious service consumer, with the intention of triggering a range of exception conditions within the database in order
to generate various error messages. The second type of attack consisted of a service consumer sending request
messages with malicious input with the intention of gaining control over the database server. This attack resulted in the
deletion of database records and tables. An investigation revealed that both attacks were carried out by malicious
service consumers that were authorized. How can the service composition security architecture be improved to prevent
these types of attacks? 

A. Apply the Data Confidentiality pattern together with the Data Origin Authentication pattern. This establishes message-
levelsecurity so that all messages are encrypted and digitally signed. Secondly, the Service A logic must be enhanced
so that it can keep track of the trustworthiness of its service consumers If a request message originated from a
trustworthy service consumer, then the request message is processed as normal. If the request message originates
from a non- trustworthy service consumer, then the request message is rejected and an error message is returned to
the service consumer. 



B. Apply the Service Perimeter Guard pattern together with the Trusted Subsystem pattern. This establishes a perimeter
service between Database A and any service that requires access to it (including Services B and C). The perimeter
service evaluates incoming data requests and filters out those that can introduce a security risk. Only request messages
issued by authorized services and 

service consumers are forwarded to Database 

C. Responses originating from Database A are further evaluated by the trusted subsystem to remove any unauthorized
data. The two patterns together ensure that only authorized data is returned to the service consumer and that no
request messages present a security threat to Database A. 

D. Apply the Exception Shielding pattern together with the Message Screening pattern. This establishes new logic within
Service A that screens incoming request messages for data-driven attacks (such as SQL injection and XPath injection
attacks), and also evaluates whether exception details returned by Database A contains potentially confidential or
unsafe information. Any inappropriate exception information is replaced with sanitized content. 

E. Apply the Trusted Subsystem pattern to protect Database A from data-driven attacks and to evaluate whether
databaseresponses contain inappropriate data. The trusted subsystem maintains a snapshot of Database A and
executes the original service consumer\\'s request message against the snapshot. The processing logic that accesses
the snapshot has limited privileges in order to prevent malicious attacks from overtaking the database. If no security
violation is detected during the processing of the snapshot, then the original service consumer\\'s request is forwarded
to Database A. If an error message is generated during the processing of the snapshot, then it is returned to the original
service consumer and the request is not forwarded to Database A.Because the error message was generated on the
snapshot, it cannot contain unsafe information about Database A. 

Correct Answer: C 

 

QUESTION 8

Service Consumer A sends a request message with a Username token to Service A (1). Service B authenticates the
request by verifying the security credentials from the Username token with a shared identity store (2). To process
Service Consumer A\\'s request message, Service A must use Services B, C, and D. Each of these three services also
requires the Username token (3. 6, 9) in order to authenticate Service Consumer A by using the same shared identity
store (4, 7, 10). Upon each successful authentication, each of the three services (B, C, and D) issues a response
message back to Service A (5, 8, 11). Upon receiving and processing the data in all three response messages, Service
A sends its own response message to Service Consumer A (12). 



You are asked to redesign this service composition architecture so that it can still carry out the described message
exchanges while requiring that Service Consumer A only be authenticated once using the identity store. Which of the
following statements describes an accurate solution? 

A. A single sign-on mechanism is implemented. The Brokered Authentication pattern is applied, resulting in Service A
becoming the authentication broker. The authentication broker authenticates the security credentials received from
Service Consumer A against the identity store. After successful authentication, the authentication broker issues a signed
SAML token for Service Consumer A. The SAML token is subsequently provided to Services B.C. and D by Service A,
on behalf of Service Consumer A. 

B. A single sign-on mechanism is implemented. The Brokered Authentication pattern is applied together with the Data
OriginAuthentication pattern. A separate authentication broker utility service is added in between Service Consumer A
and Service A. This requires that Service A send its Username token only once to Service B. Service B then acts as a
secondary authentication broker and authenticates Service Consumer A and Service A using the identity store. If the
authentication is successful,Service B generates a shared secret key to be used as a session key during communication
with Services C and 

C. Because the session key is only known by these services, it can be used authenticates the services to each other. 

D. A single sign-on mechanism is implemented. The Brokered Authentication pattern is applied together with the Data
Origin Authentication pattern. Service A is redesigned to use holder-of-key based subject 

confirmation SAML assertions. This way, Service A only needs to send its Username token once to 

Service B. Service B then acts as the authentication broker by issuing a SAML token to Service A and 

then further sends the SAML token to Services C and D on behalf of Service Consumer A and Service 

A. 

Service B signs the SAML assertion in order to ensure its authenticity and integrity during message 

exchanges with Services C and D. 



E. The Direct Authentication pattern is applied together with an authentication process that uses digital certificates and
digital signatures instead of Username tokens. The digital certificate of Service Consumer A is attached to all
subsequent request messages issued by Services A, B, C and D and these request messages are further signed by a
private key. 

Correct Answer: A 

 

QUESTION 9

Services A, B, and C reside in Service Inventory A and Services D, E, and F reside in Service Inventory B. Service B is
an authentication broker that issues WS-Trust based SAML tokens to Services A and C upon receiving security
credentials from Services A and C. Service E is an authentication broker that issues WS-Trust based SAML tokens to
Services D and F upon receiving security credentials from Services D and E. Service B uses the Service Inventory A
identify store to validate the security credentials of Services A and C. Service E uses the Service Inventory B identity
store to validate the security credentials of Services D and F. 

It is decided to use Service E as the sole authentication broker for all services in Service Inventories A and 

B. Service B is kept as a secondary authentication broker for load balancing purposes. Specifically, it is to be used for
situations where authentication requests are expected to be extra time consuming in order to limit the performance



burden on Service E. Even though Service B has all the necessary functionality to fulfill this new responsibility, only
Service E can issue SAML tokens to other services. How can these architectures be modified to support these new
requirements? 

A. When time consuming authentication requests are identified, Service E can forward them to Service B. Upon
performing the authentication,Service B sends its own signed SAML token to Service E. Because Service E trusts
Service B. it can use the Service B- specific SAML token to issue an official SAML token that is then sent to the original
service consumer (that requested authentication) and further used by other services. 

B. To provide load balancing, a service agent needs to be implemented to intercept all incoming requests to Service E.
Theservice agent uses a random distribution of the authentication requests between Service B and Service E. Because
the request messages are distributed in a random manner, the load between the two authentication brokers is
balanced. 

C. Because both Service B and Service E issue SAML tokens, these tokens are interchangeable. In order for both
services toreceive the same amount of authentication requests, a shared key needs to be provided to them for signing
the SAML tokens. By signing the SAML tokens with the same key, the SAML tokens generated by Service B cannot be
distinguished from the SAML tokens generated by Service E. 

D. Because the federation requirements ask for SAML tokens generated by Service E, Service B cannot function as
anauthentication broker. To address the load balancing requirement, a new utility service needs to be introduced to
provide functionality that is redundant with Service E. This essentially establishes a secondary authentication broker to
which Service E can defer time- consuming authentication tasks at runtime. 

Correct Answer: B 

 

QUESTION 10

Service A exchanges messages with Service B multiple times during the same runtime service activity. Communication
between Services A and B has been secured using transport-layer security. With each service request message sent to
Service B (1A. IB), Service A includes an X.509 certificate, signed by an external Certificate Authority (CA). Service B
validates the certificate by retrieving the public key of the CA (2A. 2B) and verifying the digital signature of the X.509
certificate. Service B then performs a certificate revocation check against a separate external CA repository (3A, 3B).
No intermediary service agents reside between Service A and Service B. 



To fulfill a new security requirement, Service A needs to be able to verify that the response message sent by Service B
has not been modified during transit. Secondly, the runtime performance between Services A and B has been
unacceptably poor and therefore must be improved without losing the ability to verify Service A\\'s security credentials. It
has been determined that the latency is being caused by redundant security processing carried out by Service B. Which
of the following statements describes a solution that fulfills these requirements? 

A. Apply the Trusted Subsystem pattern to introduce a utility service that performs the security processing instead of
Service B. The utility service can verify the security credentials of request messages from Service A and digitally sign
messages sent to Service A to enable verification of message integrity. Furthermore, the utility service can perform the
verification of security credentials submitted by Service A only once per runtime service activity. After the first
messageexchange, it can issue a SAML token to Service A that gets stored within the current session. Service A can
then use this session-based token with subsequent message exchange. Because SAML tokens have a very small
validity period (in contrast to X.509 certificates), there is no need to perform a revocation check with every message
exchange. 

B. Service B needs to be redesigned so that it performs the verification of request messages from Service A only for the
first message exchange during the runtime service activity. Thereafter, it can issue a SAML token to Service A that gets
stored within the current session. Service A then uses this sessionbased token with subsequent message exchanges.
Because SAML tokens have a very small validity 

period (in contrast to X.509 certificates), there is no need to perform a 

revocation check with every message exchange. 

C. WS-SecurityPolicy transport binding assertions can be used to improve performance via transport-layer security The
use of symmetric keys can keep the encryption and decryption overhead to a minimum, which will further reduce the
latency between Service A and Service B. By encrypting the messages, attackers cannot modify message contents, so
no additional actions for integrity verification are needed. 

D. The Data Origin Authentication pattern can be applied together with the Service Perimeter Guard pattern to establish
a perimeter service that can verify incoming request messages sent to Service B and to filter response messages sent
to Service A. The repository containing the verification information about the Certificate Authorities can be replicated in



the trust domain of the perimeter service. When access is requested by Service A, the perimeter service evaluates
submitted security credentials by checking them against the locally replicated repository. Furthermore, it can encrypt
messages sent to Service A by Service B. and attach a signed hash value. 

Correct Answer: A 

 

QUESTION 11

Service A is a publically accessible service that provides free multimedia retrieval capabilities to a range of service
consumers. To carry out this functionality, Service A is first invoked by Service Consumer A (1). Based on the nature of
the request message received from Service Consumer A, Service A either invokes Service B or Service C. When
Service B is invoked by Service A (2A) it retrieves data from publicly available sources (not shown) and responds with
the requested data (3A). When Service C is invoked by Service A (2B) it retrieves data from proprietary sources within
the IT enterprise (not shown) and responds with the requested data (3B). After receiving a response from Service B or
Service C, Service A sends the retrieved data to Service Consumer A (4). Service B does not require service
consumers to be authenticated, but Service C does require authentication of service consumers. The service contract
for Service A therefore uses WS-Policy alternative policies in order to express the two different authentication
requirements to Service Consumer 

A. When Service Consumer A sends a request message (1), Service A determines whether the request requires the
involvement of Service C and then checks to ensure that the necessary security credentials were received as part of the
message. If the credentials provided by Service Consumer A are verified. Service A creates a signed SAML assertion
and sends it with the request message to Service C (2B) This authentication information is protected by public key
encryption However, responses to Service Consumer A\\'s request message (3B, 4) are not encrypted for performance
reasons. 

The owner of Service C is planning two changes to the service architecture: 1. A fee will be charged to Service
Consumer A (or any service consumer) using Service C. 2. The response messages issued by Service C need to be
secured in order to prevent unauthorized access. An analysis of Service C\\'s usage statistics reveals that a group of
service consumers specifically request the retrieval of multimedia data on a frequent basis. To promote the usage of
Service C to these types of service consumers, the owner of Service C plans to offer a special discount by allowing
unlimited multimedia retrievals for a fixed monthly price. Service consumers that do not subscribe to this promotion will
need to pay for each request individually. It is anticipated that the new promotion will significantly increase the usage of
Service C. The owner of Service C therefore wants to ensure that the security added to the response messages has a
minimal impact on Service C\\'s runtime performance. What steps can be taken to fulfill these requirements? 

A. Use symmetric session keys so that for each response message, Service C generates a session key and encrypts
theresponse message using this session key. The session key is then encrypted (using the service consumer\\'s public
key) and attached to the encrypted response. A single session key can then be used by Service C for communication



with all service consumers that subscribe to the promotion. 

B. Because the services in this service composition already rely on public key encryption to provide authentication,
Service C can provide message confidentiality by encrypting the response message with Service Consumer A\\'s public
key. This will ensure that only the intended recipient, in possession of the corresponding private key, can decrypt the
response message. To further reduce the performance impact of encryption, Service C can generate a new public-
private key pair to be used by service consumers subscribed to the promotion. By securely distributing the private key to
each of these service consumers, Service C only needs to encrypt the response messages once with the public key. 

C. Design Service C to generate a message digest of the response message and encrypt it with the service
consumer\\'s publickey. Because the message digest is typically small, the performance of public key encryption is
acceptable. This approach also ensures that only the service consumer can decrypt the response message using the
corresponding private key. 

D. Design the service composition architecture so that the encryption of the response messages is performed by
Service B and Service C. To reduce the performance impact, a policy can be added to Service A\\'s service contract in
order to require the encryption of all response messages, regardless of the type of service consumer making the
request. Further, a new utility service can be added to the service composition. This service can be responsible for
obtaining the public key of the service consumer and forwarding the key along with the request message to the
appropriate service (Service B or Service C). The service receiving the message can 

then encrypt the response message with the received public key. Service A can then forward the 

encrypted response to the service consumer. 

This approach ensures that only authorized service consumers will be able to access response 

messages. 

Correct Answer: A 

 

QUESTION 12

Service A exchanges messages with Service B multiple times during the same runtime service activity. Communication
between Services A and B has been secured using transport-layer security. With each service request message sent to
Service B (1A. IB), Service A includes an X.509 certificate, signed by an external Certificate Authority (CA). Service B
validates the certificate by retrieving the public key of the CA (2A. 2B) and verifying the digital signature of the X.509
certificate. Service B then performs a certificate revocation check against a separate external CA repository (3A, 3B).
No intermediary service agents reside between Service A and Service B. 



Service B has recently suffered from poor runtime performance plus it has been the victim of an access-oriented attack.
As a result, its security architecture must be changed to fulfill the following new requirements: 1. The performance of
security-related processing carried out by Service B when communicating with Service A must be improved. 2. All
request messages sent from Service A to Service B must be screened to ensure that they do not contain malicious
content. Which of the following statements describes a solution that fulfills these requirements? 

A. Eliminate the need to retrieve the public key from the Certificate Authority and to verify the certificate revocation
information by extending the service contract of Service B to accept certificates only from pre-registered Certificate
Authorities. This form of pre- registration ensures that Service B has the public key of the corresponding Certificate
Authority. 

B. Add a service agent to screen messages sent from Service A to Service B. The service agent can reject any
message containing malicious content so that only verified messages are passed through to Service B. Instead of using
X.509 certificates, use WS- SecureConversation sessions. Service A can request a Security Context Token (SCT) from
a Security Token Service and use the derived keys from the session key to secure communication with Service B.
Service B retrieves the session key from the Security Token Service. 

C. Apply the Trusted Subsystem pattern by introducing a new utility service between Service A and Service B. When
Service A sends request messages, the utility service verifies the provided credentials and creates a customized
security profile for Service A. The security profile contains authentication and access control statements that are then
inherited by all subsequent request messages issued by Service A. As a result, performance is improved because
Service A does not need to resubmit any additional credentials during subsequent message exchanged as part of the
same runtime service activity. Furthermore, the utility service performs message screening logic to filter out malicious
content. 

D. Apply the Trusted Subsystem pattern to by introducing a new utility service. Because Service B is required to limit the
use of external resources. Service A must ensure that no other services can request processing from Service B in order
to prevent malicious content from infiltrating messages. This is achieved by creating a dedicated replica of Service B to
be used by the utility service only. Upon receiving the request message and the accompanying security credentials from
Service A. the utility service verifies the authentication information and the validity of the X.509 signature. If the
authentication information is correct, then the utility service replicates the code of Service B, performs the necessary
processing, and returns the response to Service A. 



Correct Answer: B 
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