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QUESTION 1

You have an Azure subscription named Subscription1. Subscription1 contains a virtual machine named VM1. You have
a computer named Computer1 that runs Windows 10. Computer1 is connected to the Internet. You add a network
interface named VM1173 to VM1 as shown in the exhibit. (Click the Exhibit tab.) 

From Computer1, you attempt to connect to VM1 by using Remote Desktop, but the connection fails. 

A. Change the priority of the RDP rule. 

B. Delete the DenyAlllnBound rule. 

C. Start VM1. 



D. Attach a network interface. 

Correct Answer: C 

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower
numbers have higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower 

priorities (higher numbers) that have the same attributes as rules with higher priorities are not processed. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview 

 

QUESTION 2

You have an Azure subscription that contains the resources in the following table. 

Store1 contains a file share named data. Data contains 5,000 files. 

You need to synchronize the files in the file share named data to an on-premises server named Server1. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Download an automation script. 

B. Create a container instance. 

C. Create a sync group. 

D. Register Server1. 

E. Install the Azure File Sync agent on Server1. 

Correct Answer: CDE 

Step 1 (E): Install the Azure File Sync agent on Server1 The Azure File Sync agent is a downloadable package that
enables Windows Server to be synced with an Azure file share 

Step 2 (D): Register Server1. 

Register Windows Server with Storage Sync Service 

Registering your Windows Server with a Storage Sync Service establishes a trust relationship between your server (or
cluster) and the Storage Sync Service. 

Step 3 (C): Create a sync group and a cloud endpoint. 



A sync group defines the sync topology for a set of files. Endpoints within a sync group are kept in sync with each other.
A sync group must contain one cloud endpoint, which represents an Azure file share and one or more server
endpoints.A 

server endpoint represents a path on registered server. 

References: 

https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide 

 

QUESTION 3

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure virtual machine named VM1. VM1 was deployed by using a custom Azure Resource Manager
template named ARM1.json. 

You receive a notification that VM1 will be affected by maintenance. 

You need to move VM1 to a different host immediately. 

Solution: From the Overview blade, you move the virtual machine to a different resource group. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You would need to redeploy the VM. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/windows/redeploy-to-new-node 

 

QUESTION 4

You create an App Service plan named plan1 and an Azure web app named webapp1. You discover that the option to
create a staging slot is unavailable. You need to create a staging slot for plan1. What should you do first? 

A. From webapp1, modify the Application settings. 

B. From webapp1, add a custom domain. 

C. From plan1, scale up the App Service plan. 

D. From plan1, scale out the App Service plan. 

Correct Answer: C 

Scale up: Get more CPU, memory, disk space, and extra features like dedicated virtual machines (VMs), custom
domains and certificates, staging slots, autoscaling, and more. You scale up by changing the pricing tier of the App



Service plan that your app belongs to. 

Reference: https://docs.microsoft.com/en-us/azure/app-service/manage-scale-up 

 

QUESTION 5

You have an Azure subscription that contains a web app named webapp1. You need to add a custom domain named
www.contoso.com to webapp1. What should you do first? 

A. Upload a certificate. 

B. Add a connection string. 

C. Stop webapp1. 

D. Create a DNS record. 

Correct Answer: D 

You can use either a CNAME record or an A record to map a custom DNS name to App Service. 

Reference: https://docs.microsoft.com/en-us/Azure/app-service/app-service-web-tutorial-custom-domain 

 

QUESTION 6

You have an Azure subscription that contains the following resources: 

1.

 100 Azure virtual machines 

2.

 20 Azure SQL databases 

3.

 50 Azure file shares 

You need to create a daily backup of all the resources by using Azure Backup. 

What is the minimum number of backup policies that you must create? 

A. 1 

B. 2 

C. 3 

D. 150 

E. 170 



Correct Answer: C 

There is a limit of 100 VMs that can be associated to the same backup policy from portal. We recommend that for more
than 100 VMs, create multiple backup policies with same schedule or different schedule. 

One policy for VMS, one for SQL databases, and one for the file shares. 

References: 

https://docs.microsoft.com/en-us/azure/backup/backup-azure-vm-backup-faq 

 

QUESTION 7

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com and an
Azure Kubernetes Service (AKS) cluster named AKS1. 

An administrator reports that she is unable to grant access to AKS1 to the users in contoso.com. 

You need to ensure that access to AKS1 can be granted to the contoso.com users. 

What should you do first? 

A. From contoso.com, modify the Organization relationships settings. 

B. From contoso.com, create an OAuth 2.0 authorization endpoint. 

C. Recreate AKS1. 

D. From AKS1, create a namespace. 

Correct Answer: B 

With Azure AD-integrated AKS clusters, you can grant users or groups access to Kubernetes resources within a
namespace or across the cluster. To obtain a kubectl configuration context, a user can run the az aks get-credentials
command. 

When a user then interacts with the AKS cluster with kubectl, they\\'re prompted to sign in with their Azure AD
credentials. This approach provides a single source for user account management and password credentials. The user
can only 

access the resources as defined by the cluster administrator. 

Azure AD authentication is provided to AKS clusters with OpenID Connect. OpenID Connect is an identity layer built on
top of the OAuth 2.0 protocol. For more information on OpenID Connect, see the Open ID connect documentation.
From 

inside of the Kubernetes cluster, Webhook Token Authentication is used to verify authentication tokens. Webhook token
authentication is configured and managed as part of the AKS cluster. 



Reference: 

https://kubernetes.io/docs/reference/access-authn-authz/authentication/ https://docs.microsoft.com/en-
us/azure/aks/concepts-identity 

 

QUESTION 8

You have web apps in the West US, Central US and East US Azure regions. You have the App Service plans shown in
the following table. 

You plan to create an additional App Service plan named ASP5 that will use the Linux operating system. 

You need to identify in which of the currently used locations you can deploy ASP5. 

What should you recommend? 

A. West US, Central US, or East US 

B. Central US only 

C. East US only 

D. West US only 

Correct Answer: A 



Reference: https://docs.microsoft.com/en-us/azure/app-service/app-service-plan-manage 

 

QUESTION 9

HOTSPOT 

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The
tenant is synced to the on-premises Active Directory domain. The domain contains the users shows in the following
table. 

You enable self-service password reset (SSPR) for all users and configure SSPR to have the following authentication
methods: 

1. 

Number of methods required to reset: 2 

2. 

Methods available to users: Mobile phone, Security questions 

3. 

Number of questions required to register: 3 

4. 

Number of questions required to reset: 3 

You select the following security questions: 

1. 

What is your favorite food? 

2. 

In what city was your first job? 

3. 

What was the name of your first pet? 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 



NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: No 

Administrator accounts are special accounts with elevated permissions. To secure them, the following restrictions apply
to changing passwords of administrators: 

On-premises enterprise administrators or domain administrators cannot reset their password through Self-service
password reset (SSPR). They can only change their password in their on-premises environment. Thus, we recommend
not 

syncing on-prem AD admin accounts to Azure AD. An administrator cannot use secret Questions and Answers as a
method to reset password. 

Box 2: Yes 

Self-service password reset (SSPR) is an Azure Active Directory feature that enables employees to reset their
passwords without needing to contact IT staff. 

Box 3: Yes 

Reference: 



https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment 

 

QUESTION 10

HOTSPOT 

You have an Azure subscription. 

You need to implement a custom policy that meet the following requirements: 

*Ensures that each new resource group in the subscription has a tag named organization set to a value of Contoso. 

*Ensures that resource group can be created from the Azure portal. *Ensures that compliance reports in the Azure
portal are accurate. How should you complete the policy? To answer, select the appropriate options in the answers
area. 

Hot Area: 



Correct Answer: 



Box 1: "Microsoft.Resources/subscriptions/resourceGroups" To create a new resource group in a subscription, account
have at least the this permission. 

Box 2: "Append" Append adds fields to the resource when the if condition of the policy rule is met. If the append effect
would override a value in the original request with a different value, then it acts as a deny effect and rejects the request.
To append a new value to an existing array, use the [*] version of the alias 



Reference: https://docs.microsoft.com/en-us/azure/governance/policy/concepts/definition-structure
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles https://docs.microsoft.com/en-
us/azure/governance/policy/concepts/effects 

 

QUESTION 11

You have an Azure subscription that contains the resources in the following table. 

To which subnets can you apply NSG1? 

A. the subnets on VNet1 only 

B. the subnets on VNet2 only 

C. the subnets on VNet3 only 

D. the subnets on VNet2. VNet2, and VNet3 

E. the subnets on VNet2 and VNet3 only 

Correct Answer: C 

All Azure resources are created in an Azure region and subscription. A resource can only be created in a virtual network
that exists in the same region and subscription as the resource. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-vnet-plan-design-arm 

 

QUESTION 12

HOTSPOT 

You have an Azure subscription. 

You plan to use an Azure Resource Manager template to deploy a virtual network named VNET1 that will use Azure
Bastion. 

How should you complete the template? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 



Reference: https://medium.com/charot/deploy-azure-bastion-preview-using-an-arm-template-15e3010767d6 
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