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QUESTION 1

A system administrator wants to learn some of the Jython scripting commands for the administration of the
environment. 

Which product feature should the administrator use? 

A. The wsadmin.properties file to load a profile. 

B. The AdminTask object to generate wsadmin scripts. 

C. The guided activities panel from the Integrated Solutions Console (ISC). 

D. The "Log command assistance commands" option in the Integrated Solutions Console (ISC). 

Correct Answer: D 

 

QUESTION 2

The computer where a federated node was running had a failure and cannot be recovered. A system administrator
wants to recreate the node with the same configurations in another computer. 

Which steps should the administrator execute in order to recover the damaged node? 

A. Configure the new computer with a different hostname.Create a custom profile with the same name.Federate to the
cell using the command addNode with the default options. 

B. Configure the new computer with a different hostname.Create a custom profile with a different name.Federate to the
cell using the command addNote with the option ?sExistingNode. 

C. Configure the new computer with the same hostname.Create a custom profile with the same name.Federate to the
cell using the command addNote with the option ?sExistingNode. 

D. Configure the new computer with the same hostname.Create a custom profile with the same name.Federate to the
cell using the command addNote with the options ?ncludeapps. 

Correct Answer: C 

You can use the -asExistingNode option of the addNode command to recover and move nodes of a deployment
manager. Using the -asExistingNode option, federate a new custom node to a deployment manager as an existing
node. During federation, the product uses information in the deployment manager master configuration to transform the
custom node into the existing node. 

References: https://www.ibm.com/support/knowledgecenter/SSD28V_8.5.5/com.ibm.websphere.zseries .doc/ae/
tagt_addNode_asExistingNode.html 

 

QUESTION 3

A developer created an enterprise application which contained data source and security role information. The developer
asked a system administrator to install this application to an application server where global security is enabled using
the Integrated Solutions Console (ISC). A new data source was configured at the server scope for the use of this



application. While load testing the application, the developer noticed that the attributes configured on the new data
source were ignored by the application server. 

How can the administrator ensure that the attributes configured on the new data source are used by the application
server? 

A. Create the data source under cell scope instead of server scope. 

B. Delete any data source of the same name defined under node, cluster or cell scope. 

C. Reinstall the application and clear the Process embedded configuration check box. 

D. Correct the component-managed and container-managed authentication aliases set on the data source. 

Correct Answer: C 

Process embedded configuration Specifies whether the embedded configuration should be processed. An embedded
configuration consists of files such as resource.xml, variables.xml, and deployment.xml. You can collect WebSphere
Application Server-specific deployment information and store it in the application EAR file. Such an EAR file can then be
installed into a WebSphere Application Server configuration, using application management interfaces that are
described in the topic, Installing an application through programming. One such application EAR file is an enhanced
EAR file, which is created when you export an already installed application. The embedded configuration check box
identifies such an enhanced EAR file. By default, the check box for "process embedded configuration" is checked if the
application is detected to be an enhanced EAR. The application install options are prepopulated with the information
from the embedded configuration whether the check box for "process embedded configuration" is checked or not. Users
can overwrite these values during the deployment process. 

References: https://www.ibm.com/support/knowledgecenter/SSAW57_8.0.0/com.ibm.websphere.nd.doc /info/ae/ae/
urun_rapp_installoptions.html 

 

QUESTION 4

A WebSphere system administrator needs to install the Installation Manager (IM) on an unmanaged node on a host
named . The deployment manager is running on a host named . 

What step must the administrator take before submitting a job from the Integrated Solutions Console (ISC) to install the
IM on ? 

A. Install a node agent on . 

B. Install the job manager on . 

C. Start the job manager on . 

D. Register as a target for job manager. 

Correct Answer: D 

Submitting jobs to install Installation Manager on remote hosts In a flexible management environment, you can submit
the Install IBM Installation Manager job to install the Installation Manager on registered hosts of the job manager. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.inst
allation.zseries.doc/ae/tagt_jobmgr_install_im.html 

 



QUESTION 5

A system administrator needs to view the list of certificates for unmanaged web server located on a remote 

system. 

How should the administrator do this? 

A. View the plugin-cfg.xml 

B. Look at the SSL configuration in the httpd.conf 

C. Use iKeyman to view the keyring. 

D. Use the administrative console to check the content of the cell default keystore. 

Correct Answer: C 

You do not have a secure network connection until you have created a key for secure network communications and
received a certificate from a certificate authority (CA) who is designated as a trusted CA on your server. Use IKEYMAN
to create the key database file, public-private key pair, and certificate request. After you receive the CA-signed
certificate, use IKEYMAN to receive the certificate into the key database where you created the original certificate
request. 

References: http://www-01.ibm.com/software/webservers/httpservers/doc/v10/ibm/9atikeyu.htm 

 

QUESTION 6

The administrator needs to identify any security role references and security constraints in a web application. 

How can the administrator identify these roles and constraints? 

A. ibm-application-ext.xml file using a text editor. 

B. ibmconfig folder in the application after using the EARExpander command. 

C. Web deployment descriptor using IBM Assembly and Deploy Tools. 

D. Security role to user/group mapping by using the Integrated Solutions Console (ISC). 

Correct Answer: C 

Securing web applications using an assembly tool. You can use three types of web login authentication mechanisms to
configure a web application: basic authentication, form-based authentication and client certificate-based authentication.
Protect web resources in a web application by assigning security roles to those resources. 

References: https://www.ibm.com/support/knowledgecenter/SS7JFU_8.5.5/com.ibm.websphere.nd.doc/ ae/
tsec_secweb_atk.html 

 

QUESTION 7

A system administrator is tasked with monitoring the overall health of the WebSphere environment to be able to tune the
environment properly. Specifically, the administrator was asked to: 



Which PMI modules can the administrator examine to obtain this data? 

A. Number of requests, Java virtual memory, Average response time 

B. Number of requests, Average response time, Web server thread pools 

C. Average response time, Java virtual memory, Number of Live HTTP Sessions 

D. Average response time, Web server thread pools, Number of Live HTTP Sessions 

Correct Answer: C 

Monitoring overall system health. To monitor overall system health, monitor the following statistics at a minimum: 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/
tprf_monitoringhealth.html 

 

QUESTION 8

A system administrator has created a Jython script that will run in WebSphere Network cell where administrative
security is enabled. This script is named doUpdate.py and will be run by using the following: 

wsadmin –connType RMI –f doUpdate.py 

How can the administrator suppress a user/password prompt from appearing when this script is run? 

Set the user and password in the: 

A. sas.client.props file. 

B. ssl.client.props file. 

C. soap.client.props file. 

D. wsadmin.properties file. 

Correct Answer: A 

The user Id and password needed for wsadmin to connect to a secured server can be supplied as command line
options and in properties files. If used together, command line options take precedence over what is in the properties
files. The properties files are located at Profile_root/properties. 

If you use a Remote Method Invocation (RMI) connector or a JSR160RMI connector, set the following properties in the
sas.client.props file with the appropriate values: com.ibm.CORBA.loginUserid= com.ibm.CORBA.loginPassword= 

References: https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc /ae/
txml_security.html 

 

QUESTION 9

A system administrator needs to install WebSphere Application Server Network Deployment V8.5.5 multiple times and
would like to automate the task of installing the product. The administrator wants to create a response file based on an
initial installation and use this for future installations. 



How can the administrator accomplish this task? 

A. Use the IBM Packaging Utility. 

B. Use the Installation Manager console mode. 

C. Complete a silent installation with the -log option. 

D. Start the Installation Manager GUI with the -record option. 

Correct Answer: D 

Run the command to record a response file for the package installation. This command uses the skipInstall argument,
which records the installation commands without installing the Tivoli Monitoring packages. Substitute your own file name
and location for the response file. Verify that the file paths that you enter exist. Installation Manager does not create
directories for the response file: Windows: IBMIM -record -skipInstall Unix/Linux: ./IBMIM -record -skipInstall  

References: https://www.ibm.com/support/knowledgecenter/SS4EKN_7.2.0/com.ibm.itm.doc_6.3/install/
record_resp_file.htm 

 

QUESTION 10

A system administrator suspects that the slow performance of an application might be caused by lock contention. 

To debug this further, what can the administrator do using IBM Support Assistant? 

A. Analyze the running server using IBM Monitoring and Diagnostic Tools for Java ?Health Center. 

B. Collect a javacore and analyze it using IBM Monitoring and Diagnostic Tools for Java ?Health Center. 

C. Collect three thread dumps at equal time intervals and analyze them using IBM Monitoring and Diagnostic Tools for
Java ?Dump Analyzer. 

D. Collect three system dumps at equal time intervals and analyze them using IBM Monitoring and Diagnostic Tools for
Java ?Memory Analyzer. 

Correct Answer: A 

The IBM Monitoring and Diagnostic Tools for Java - Health Center is a lightweight tool that monitors active IBM Virtual
Machines for Java with minimal performance overhead. The Health Center suggests live tuning recommendations for
Garbage Collection, profiles methods including call stacks, and highlights contended locks. This information can help
you optimize performance, improve stability and optimize system resource usage. 

The tool is provided in two parts: 

References: https://www.ibm.com/support/knowledgecenter/SS3KLZ/com.ibm.java.diagnostics.healthce nter.doc/
homepage/plugin-homepage-hc.html 

 

QUESTION 11

How can a system administrator secure a WebSphere Application Server environment to ensure that an application
code will not be allowed to access any files in the server\\'s file system? 



A. Configure the CSIv2 outbound communications under RMI/IIOP security. 

B. Configure the file-based repository and create the fileRegistry.xml file. 

C. Enable Java 2 security and configure the app.policy and was.policy files. 

D. Use the AdminTask deleteAuthorizationGroup to remove application access. 

Correct Answer: C 

When Java 2 security is enabled for a WebSphere Application Server, all the applications that run on WebSphere
Application Server undergo a security check before accessing system resources. An application might need a
was.policy file if it accesses resources that require more permissions than those granted in the default app.policy file 

References: http://www.aiotestking.com/ibm/how-can-a-system-administrator-secure-a- websphereapplication-server-
environment-to-ensure-that-an-application-code-will-not-be- allowed-to-access-anyfiles-in-the-servers-file-system/ 

 

QUESTION 12

A system administrator, Admin1, with Administrator privileges has archived full repository checkpoints. Another
administrator, Configurator1, with Configurator privileges has copied the checkpoint contents directory from one of the
archived check points to its original location. Configurator1 tries to restore the configuration using the copied archived
checkpoint contents and the restore fails. 

How can Configurator1 restore the configuration using the copied archived full repository checkpoint? 

A. Copy the archived checkpoint metadata directory to its original location. 

B. Increase the Automatic checkpoint depth to keep all the delta checkpoint. 

C. Delete the delta checkpoint taken after the full repository checkpoint was taken. 

D. Ask an administrator to update the privileges for Configurator1 to match Admin1. 

Correct Answer: A 

You must archive both the checkpoint metadata and content directories to store a checkpoint for later restoration. 

References: http://www-01.ibm.com/support/knowledgecenter/SSD28V_8.5.5/com.ibm.websphere.nd.doc/ ae/twve_
archive_checkpoint.html 
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