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QUESTION 1

An employee decides to log into an authorized system The system does not prompt the employee for authentication
prior to granting access to the console, and it cannot authenticate the network resources. Which of the following attack
types can this lead to if it is not mitigated? 

A. Memory leak 

B. Race condition 

C. Smurf 

D. Deadlock 

Correct Answer: C 

Reference: https://www imperva com/learn/ddos/smurf-attack-ddos/ 

 

QUESTION 2

The technology steering committee is struggling with increased requirements stemming from an increase in
telecommuting. The organization has not addressed telecommuting in the past. The implementation of a new SSL-VPN
and a VOIP phone solution enables personnel to work from remote locations with corporate assets. Which of the
following steps must the committee take FIRST to outline senior management\\'s directives? 

A. Develop an information classification scheme that will properly secure data on corporate systems. 

B. Implement database views and constrained interfaces so remote users will be unable to access PII from personal
equipment. 

C. Publish a policy that addresses the security requirements for working remotely with company equipment. 

D. Work with mid-level managers to identify and document the proper procedures for telecommuting. 

Correct Answer: C 

The question states that "the organization has not addressed telecommuting in the past". It is therefore unlikely that a
company policy exists for telecommuting workers. 

There are many types of company policies including Working time, Equality and diversity, Change management,
Employment policies, Security policies and Data Protection policies. 

In this question, a new method of working has been employed: remote working or telecommuting. Policies should be
created to establish company security requirements (and any other requirements) for users working remotely. 

 

QUESTION 3

A popular commercial virtualization platform allows for the creation of virtual hardware. To virtual machines, this virtual
hardware is indistinguishable from real hardware. By implementing virtualized TPMs, which of the following trusted
system concepts can be implemented? 



A. Software-based root of trust 

B. Continuous chain of trust 

C. Chain of trust with a hardware root of trust 

D. Software-based trust anchor with no root of trust 

Correct Answer: C 

A Trusted Platform Module (TPM) is a microchip designed to provide basic security-related functions, primarily involving
encryption keys. The TPM is usually installed on the motherboard of a computer, and it communicates with the
remainder of the system by using a hardware bus. 

A vTPM is a virtual Trusted Platform Module; a virtual instance of the TPM. 

IBM extended the current TPM V1.2 command set with virtual TPM management commands that allow us to create and
delete instances of TPMs. Each created instance of a TPM holds an association with a virtual machine (VM) throughout 

its lifetime on the platform. 

The TPM is the hardware root of trust. 

Chain of trust means to extend the trust boundary from the root(s) of trust, in order to extend the collection of trustworthy
functions. Implies/entails transitive trust. 

Therefore a virtual TPM is a chain of trust from the hardware TPM (root of trust). 

 

QUESTION 4

Which of the following is an external pressure that causes companies to hire security assessors and penetration
testers? 

A. Lack of adequate in-house testing skills. 

B. Requirements for geographically based assessments 

C. Cost reduction measures 

D. Regulatory insistence on independent reviews. 

Correct Answer: D 

 

QUESTION 5

A developer emails the following output to a security administrator for review: 



Which of the following tools might the security administrator use to perform further security assessment of this issue? 

A. Port scanner 

B. Vulnerability scanner 

C. Fuzzer 

D. HTTP interceptor 

Correct Answer: D 

 

QUESTION 6

A user has a laptop configured with multiple operating system installations. The operating systems are all installed on a
single SSD, but each has its own partition and logical volume. Which of the following is the BEST way to ensure
confidentiality of individual operating system data? 

A. Encryption of each individual partition 

B. Encryption of the SSD at the file level 

C. FDE of each logical volume on the SSD 

D. FDE of the entire SSD as a single disk 

Correct Answer: A 

In this question, we have multiple operating system installations on a single disk. Some operating systems store their
boot loader in the MBR of the disk. However, some operating systems install their boot loader outside the MBR
especially when multiple operating systems are installed. We need to encrypt as much data as possible but we cannot
encrypt the boot loaders. This would prevent the operating systems from loading. 

Therefore, the solution is to encrypt each individual partition separately. 

 

QUESTION 7

A user workstation was infected with a new malware variant as a result of a drive-by download. The security
administrator reviews key controls on the infected workstation and discovers the following: 



Which of the following would BEST prevent the problem from reoccurring in the future? (Choose two.) 

A. Install HIPS 

B. Enable DLP 

C. Install EDR 

D. Install HIDS 

E. Enable application blacklisting 

F. Improve patch management processes 

Correct Answer: BE 

 

QUESTION 8

Which of the following is the MOST likely reason an organization would decide to use a BYOD policy? 

A. It enables employees to use the devices they are already own, thus reducing costs. 

B. It should reduce the number of help desk and tickets significantly. 

C. It is most secure, as the company owns and completely controls the devices. 



D. It is the least complex method for systems administrator to maintain over time. 

Correct Answer: A 

 

QUESTION 9

A breach was caused by an insider threat in which customer PII was compromised. Following the breach, a lead
security analyst is asked to determine which vulnerabilities the attacker used to access company resources. Which of
the following should the analyst use to remediate the vulnerabilities? 

A. Protocol analyzer 

B. Root cause analysis 

C. Behavioral analytics 

D. Data leak prevention 

Correct Answer: D 

 

QUESTION 10

A security administrator wants to calculate the ROI of a security design which includes the purchase of new equipment.
The equipment costs $50,000 and it will take 50 hours to install and configure the equipment. The administrator plans to
hire a contractor at a rate of $100/hour to do the installation. Given that the new design and equipment will allow the
company to increase revenue and make an additional $100,000 on the first year, which of the following is the ROI
expressed as a percentage for the first year? 

A. -45 percent 

B. 5.5 percent 

C. 45 percent 

D. 82 percent 

Correct Answer: D 

Return on investment = Net profit / Investment where:Net profit = gross profit ?expenses investment = stock + market
outstanding[when defined as?] + claims 

or Return on investment = (gain from investment ?cost of investment) / cost of investment Thus (100 000 ?55 000)/50
000 = 0,82 = 82 % References: Gregg, Michael, and Billy Haines, CASP CompTIA Advanced Security Practitioner
Study Guide, John Wiley and Sons, Indianapolis, 2012, p. 337
http://www.financeformulas.net/Return_on_Investment.html 

 

QUESTION 11

An assessor identifies automated methods for identifying security control compliance through validating sensors at the
endpoint and at Tier 2. Which of the following practices satisfy continuous monitoring of authorized information
systems? 



A. Independent verification and validation 

B. Security test and evaluation 

C. Risk assessment 

D. Ongoing authorization 

Correct Answer: D 

Ongoing assessment and authorization is often referred to as continuous monitoring. It is a process that determines
whether the set of deployed security controls in an information system continue to be effective with regards to planned
and unplanned changes that occur in the system and its environment over time. 

Continuous monitoring allows organizations to evaluate the operating effectiveness of controls on or near a real-time
basis. Continuous monitoring enables the enterprise to detect control failures quickly because it transpires immediately
or closely after events in which the key controls are utilized. 

 

QUESTION 12

Several days after deploying an MDM for smartphone control, an organization began noticing anomalous behavior
across the enterprise Security analysts observed the following: 

1.

 Unauthorized certificate issuance 

2.

 Access to mutually authenticated resources utilizing valid but unauthorized certificates 

3.

 Granted access to internal resources via the SSL VPN 

To address the immediate problem security analysts revoked the erroneous certificates. Which of the following
describes the MOST likely root cause of the problem and offers a solution? 

A. The VPN and web resources are configured with too weak a cipher suite and should be rekeyed to support AES 256
in GCM and ECC for digital signatures and key exchange 

B. A managed mobile device is rooted exposing its keystore and the MDM should be reconfigured to wipe these devices
and disallow access to corporate resources 

C. SCEP is configured insecurely which should be enabled for device onboarding against a PKI for mobile-exclusive
use 

D. The CA is configured to sign any received CSR from mobile users and should be reconfigured to permit CSR
signings only from domain administrators. 

Correct Answer: B 
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