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QUESTION 1

How do shadow passwords improve the password security in comparison to standard passwd passwords? 

A. Shadow passwords are stored in plain text and can be checked for weak passwords. 

B. Every shadow password is valid for 45 days and must be changed afterwards. 

C. The system\\'s host key is used to strongly encrypt all shadow passwords. 

D. Shadow passwords are always combined with a public key that has to match the user\\'s private key. 

E. Regular users do not have access to the password hashes of shadow passwords. 

Correct Answer: E 

 

QUESTION 2

Which of the following SQL queries counts the number of occurrences for each value of the field order_type in the table
orders? 

A. SELECT order_type,COUNT(*) FROM orders WHERE order_type=order_type; 

B. SELECT order_type,COUNT(*) FROM orders GROUP BY order_type; 

C. COUNT(SELECT order_type FROM orders); 

D. SELECT COUNT(*) FROM orders ORDER BY order_type; 

E. SELECT AUTO_COUNT FROM orders COUNT order_type; 

Correct Answer: B 

 

QUESTION 3

Where are user specific crontabs stored? 

A. In the database file /etc/crontab.db which is shared by all users. 

B. As individual per-user files within /var/spool/cron. 

C. As individual per-user files in /etc/cron.user.d. 

D. In the .crontab file in the user\\'s home directory. 

E. In the file /var/cron/user-crontab which is shared by all users. 

Correct Answer: B 

 



QUESTION 4

Which port is the default server port for the HTTPS protocol? (Specify the port number using digits.) 

A. 443 

Correct Answer: A 

 

 

QUESTION 5

Why is the correct configuration of a system\\'s time zone important? 

A. Because the conversion of Unix timestamps to local time relies on the time zone configuration. 

B. Because the time zone is saved as part of the modification times of files and cannot be changed after a file is
created. 

C. Because the environment variables LANG and LC_MESSAGES are, by default, set according to the time zone. 

D. Because NTP chooses servers nearby based on the configured time zone. 

Correct Answer: A 

 

QUESTION 6

What is true regarding the statement beginning with #! That is found in the first line of a script? 

A. It prevents the script from being executed until the ! is removed. 

B. It specifies the path and the arguments of the interpreter used to run the script. 

C. It is a comment that is ignored by the script. 

D. It specifies the character encoding of the script. 

Correct Answer: B 

 

QUESTION 7

What happens if the password of a user in the /etc/shadow file is prepended with the ! character? 

A. When logging in, the user automatically gets root privileges in addition to his regular privileges. 

B. The password is inverted which allows the user to log in with any password other than the current password. 

C. The user is disabled and all login methods, including but not limited to password based logins, are disabled. 

D. Upon the next log in, the user is forced to change his password. 



E. The password becomes invalid which disables password based logins although other login methods remain usable. 

Correct Answer: E 

 

QUESTION 8

Which command is used to add OpenSSH private keys to a running ssh-agent instance? (Specify the file name only
without any path.) 

A. ssh-add 

Correct Answer: A 

 

 

QUESTION 9

Which commands can be used to change a user\\'s account aging information? (Choose THREE correct answers.) 

A. usermod 

B. passwd 

C. chattr 

D. chage 

E. chsh 

Correct Answer: ABD 

 

QUESTION 10

Which file specifies the user accounts that can NOT submit jobs via at or batch? (Provide the full path and filename) 

A. /etc/at.deny 

Correct Answer: A 

 

 

QUESTION 11

What is the purpose of the dig command? 

A. It can be used as a tool for querying DNS servers. 

B. It can be used for searching through indexed file content. 



C. It can be used to look for open ports on a system. 

D. It can be used to ping all known hosts on the current subnet. 

Correct Answer: A 

 

QUESTION 12

Depending on the host\\'s configuration, which of the following files can be used to turn on and off network services
running on a host? (Choose two.) 

A. /etc/profile 

B. /etc/services 

C. /etc/inetd.conf 

D. /etc/xinetd.conf 

E. /etc/host.conf 

Correct Answer: CD 
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