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QUESTION 1

DRAG DROP 

You have an Azure Sentinel deployment. 

You need to query for all suspicious credential access activities. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 

Reference: https://davemccollough.com/2020/11/28/threat-hunting-with-azure-sentinel/ 

 

QUESTION 2



DRAG DROP 

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users
named User1 and User2. 

You plan to deploy Azure Defender. 

You need to enable User1 and User2 to perform tasks at the subscription level as shown in the following table. 

The solution must use the principle of least privilege. 

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content. 

Select and Place: 

Correct Answer: 



 

 

QUESTION 3

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. 

You need to identify all the entities affected by an incident. 

Which tab should you use in the Microsoft 365 Defender portal? 

A. Investigations 

B. Devices 

C. Evidence and Response 

D. Alerts 

Correct Answer: C 

The Evidence and Response tab shows all the supported events and suspicious entities in the alerts in the incident.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-incidents 

 

QUESTION 4

DRAG DROP 

You open the Cloud App Security portal as shown in the following exhibit. 



You need to remediate the risk for the Launchpad app. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 



Reference: https://docs.microsoft.com/en-us/cloud-app-security/governance-discovery 

 

QUESTION 5

Your company uses Microsoft Defender for Endpoint. 

The company has Microsoft Word documents that contain macros. The documents are used frequently on the devices
of the company\\'s accounting team. 

You need to hide false positive in the Alerts queue, while maintaining the existing security posture. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Resolve the alert automatically. 

B. Hide the alert. 

C. Create a suppression rule scoped to any device. 

D. Create a suppression rule scoped to a device group. 

E. Generate the alert. 

Correct Answer: BCE 

Reference: https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-alerts 

 

QUESTION 6

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not



appear in the review screen. 

You are configuring Microsoft Defender for Identity integration with Active Directory. 

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit. 

Solution: You add each account as a Sensitive account. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts 

 

QUESTION 7

You need to restrict cloud apps running on CLIENT1 to meet the Microsoft Defender for Endpoint requirements. Which
two configurations should you modify? Each correct answer present part of the solution. NOTE: Each correct selection
is worth one point. 

A. the Onboarding settings from Device management in Microsoft Defender Security Center 

B. Cloud App Security anomaly detection policies 

C. Advanced features from Settings in Microsoft Defender Security Center 

D. the Cloud Discovery settings in Cloud App Security 

Correct Answer: CD 

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender
for Endpoint. 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/mde-govern 

 

QUESTION 8

HOTSPOT 

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements. 

What should you include in the solution? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

 

 

QUESTION 9

You have an Azure subscription that contains a virtual machine named VM1 and uses Azure Defender. Azure Defender
has automatic provisioning enabled. 

You need to create a custom alert suppression rule that will supress false positive alerts for suspicious use of
PowerShell on VM1. 

What should you do first? 

A. From Azure Security Center, add a workflow automation. 

B. On VM1, run the Get-MPThreatCatalog cmdlet. 

C. On VM1 trigger a PowerShell alert. 



D. From Azure Security Center, export the alerts to a Log Analytics workspace. 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-
alerts?view=o365-worldwide 

 

QUESTION 10

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to
external sharing of confidential files. 

Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for
Azure Information Protection classification labels and content inspection warnings from this tenant. 

B. Select Investigate files, and then filter App to Office 365. 

C. Select Investigate files, and then select New policy from search. 

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan
new files for Azure Information Protection classification labels and content inspection warnings. 

E. From Settings, select Information Protection, select Files, and then enable file monitoring. 

F. Select Investigate files, and then filter File Type to Document. 

Correct Answer: DE 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dlp https://docs.microsoft.com/en-us/cloud-app-
security/azip-integration 

 

QUESTION 11

You use Azure Sentinel. 

By using a built-in role, you have to provide a security analyst with the ability to edit the queries of custom Azure
Sentinel workbooks. 

Which role should you assign to the analyst if using the principle of least privilege ? 

A. Security Administrator 

B. Azure Sentinel Responder 

C. Azure Sentinel Contributor 

D. Logic App Contributor 



Correct Answer: C 

https://docs.microsoft.com/en-us/azure/sentinel/roles 

 

QUESTION 12

You have five on-premises Linux servers. 

You have an Azure subscription that uses Microsoft Defender for Cloud. 

You need to use Defender for Cloud to protect the Linux servers. 

What should you install on the servers first? 

A. the Dependency agent 

B. the Log Analytics agent 

C. the Azure Connected Machine agent 

D. the Guest Configuration extension 

Correct Answer: B 

Defender for Cloud depends on the Log Analytics agent. Use the Log Analytics agent if you need to: 

*

 Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure 

*

 Etc. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage https://docs.microsoft.com/en-
us/azure/azure-monitor/agents/agents-overview#log- analytics-agent 
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