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QUESTION 1

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to
individual users. 

From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to
the users. 

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative
effort. 

What should you use? 

A. the Identity Governance blade in the Azure Active Directory admin center 

B. the Set-AzureAdUser cmdlet 

C. the Licenses blade in the Azure Active Directory admin center 

D. the Set-WindowsProductKey cmdlet 

Correct Answer: C 

 

QUESTION 2

HOTSPOT 

You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. 

You deploy Azure AD Connect by using the Express Settings. 

You need to configure self-service password reset (SSPR) to meet the following requirements: 

1. 

When users reset their password, they must be prompted to respond to a mobile app notification or answer three
predefined security questions. 

2. 

Passwords must be synced between the tenant and the domain regardless of where the password was reset. 

What should you do? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-security-questions 

 

QUESTION 3

You have a Microsoft 365 tenant. 

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table. 

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to App1? 



A. Group1 and Group 

B. Group2 only 

C. Group3 only 

D. Group1 only 

E. Group1 and Group4 

Correct Answer: C 

 

 

QUESTION 4

HOTSPOT 

You have a Microsoft 365 tenant. 

You need to Identity users who have leaked credentials. The solution must meet the following requirements: 

Identity sign-ms by users who are suspected of having leaked credentials. 

Flag the sign-ins as a high-risk event. 

Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. 

What should you use? To answer, select the appropriate options m the answer area. 

Hot Area: 

Correct Answer: 



 

 

QUESTION 5

HOTSPOT 

You need to meet the technical requirements for license management by the helpdesk administrators. 

What should you create first, and which tool should you use? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
https://docs.microsoft.com/en-us/azure/active-directory/roles/admin-units-manage 

 

QUESTION 6

You need to implement the planned changes for Package!. Which users can create and manage the access review? 

A. User3 only 

B. User4 only 

C. User5 only 

D. User3 and User4 

E. User3 and User5 

F. User4and User5 

Correct Answer: C 

 

 

QUESTION 7

You have a Microsoft 365 tenant. 

All users have mobile phones and laptops. 

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While



working from the remote locations, the users connect their laptop to a wired network that has internet access. 

You plan to implement multi-factor authentication (MFA). 

Which MFA authentication method can the users use from the remote location? 

A. a notification through the Microsoft Authenticator app 

B. an app password 

C. Windows Hello for Business 

D. SMS 

Correct Answer: C 

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and
mobile devices. This authentication consists of a new type of user credential that is tied to a device and uses a biometric
or PIN. After an initial two-step verification of the user during enrollment, Windows Hello is set up on the user\\'s device
and Windows asks the user to set a gesture, which can be a biometric, such as a fingerprint, or a PIN. The user
provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users. 

Incorrect Answers: 

A: The Microsoft Authenticator app requires a mobile phone that runs Android or iOS 

B: An app password can be used to open an application but it cannot be used to sign in to a computer. 

D: SMS requires a mobile phone 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview 

 

QUESTION 8

You have a Microsoft 365 E5 subscription. 

You need to create a Microsoft Defender for Cloud Apps session policy. 

What should you do first? 

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring. 

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance 

C. From the Azure Active Directory admin center, create a Conditional Access policy. 

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report. 

Correct Answer: C 

 

 



QUESTION 9

You have an Azure Active Directory (Azure AD) tenant. 

You open the risk detections report. 

Which risk detection type is classified as a user risk? 

A. password spray 

B. anonymous IP address 

C. malicious IP address 

D. leaked credentials 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks 

 

QUESTION 10

You need to implement the planned changes for litware.com. What should you configure? 

A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com 

B. Azure AD Connect to include the litware.com domain 

C. staging mode in Azure AD Connect for the litware.com domain 

Correct Answer: C 

 

 

QUESTION 11

HOTSPOT 

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM)
role settings for the User administrator role as shown in the following exhibit. 



Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

 

 

QUESTION 12

You have a Microsoft 365 tenant. 

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. 

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by
using their Active Directory credentials. 

You plan to manage access to external applications by using Azure AD. 

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them. 

What should you use to gather the information? 

A. Application Insights in Azure Monitor 

B. access reviews in Azure AD 

C. Cloud App Discovery in Microsoft Cloud App Security 

D. enterprise applications in Azure AD 



Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-
logs-for-cloud-discovery 
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