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QUESTION 1

Which of the following network solutions would allow a company to connect securely to its internal network over the
Internet? 

A. VMM 

B. VLAN 

C. VNC 

D. VPN 

Correct Answer: D 

 

QUESTION 2

A technician is installing a 2U rack mount server. The necessary rack space height to accommodate the server is: 

A. 2.5 inches (.064 meter). 

B. 3.0 inches (.076 meter). 

C. 3.5 inches (.089 meter). 

D. 4.0 inches (.10 meter). 

Correct Answer: C 

 

QUESTION 3

A new version of the primary operating system used by a company has been released. Due to some significant changes
in the OS, a system administrator wants to see which remotely accessible services are enabled by default to assess the
security risk prior to upgrading to the new version. Which of the following utilities should the administrator use? 

A. Cipher program 

B. Port scanner 

C. Telnet client 

D. Packet sniffer 

Correct Answer: B 

 

QUESTION 4

An administrator is attempting to install a 64-bit OS on a VM that is hosted by a server known to have 64- bit CPUs.
However, the new VM will not boot properly. Which of the following is MOST likely the problem? 



A. The server is not a Type 1 hypervisor. 

B. The server is not a Type 2 hypervisor. 

C. The server does not have AMD-V or Intel VT switched on. 

D. The server does not have hybrid server capability turned on. 

Correct Answer: C 

 

QUESTION 5

A server administrator is updating the kernel for servers during the middle of the work day. After defining the steps
required to perform this scope of work, which of the following would be the NEXT step needed to complete this task? 

A. Perform the system updates 

B. Determine MTTR 

C. Request an impact analysis report 

D. Schedule time to perform updates 

Correct Answer: D 

 

QUESTION 6

After configuring a server, a technician is unable to access websites by URL but can access websites by typing in an IP
address. Which of the following is the MOST likely cause of this issue? 

A. There is a misconfigured firewall. 

B. The DNS is misconfigured. 

C. The DHCP is not enabled on the server. 

D. There is an incorrect gateway configuration. 

Correct Answer: B 

 

QUESTION 7

Which of the following PKI elements will a web server distribute to all of its clients using HTTPS? 

A. Root CA public key 

B. Server public key 

C. Root CA private key 

D. Server private key 



E. Server session key 

Correct Answer: B 

 

QUESTION 8

Which of the following can the administrator do to stop the server from shutting down when pulling the server forward to
perform a task that requires opening the server? 

A. Install cable management arms 

B. Install a rail kit 

C. Install the server in another rack 

D. Install redundant power supply 

Correct Answer: B 

 

QUESTION 9

Which of the following authentication protocols could be used to authenticate network administrators at a datacenter to
manage switches over a remote SSH connection? (Select TWO). 

A. LDAP 

B. TACACS 

C. RADIUS 

D. SNMP 

E. IPSec 

F. MSCHAP 

Correct Answer: BC 

 

QUESTION 10

When using multifactor authentication, which of the following represents "something you have"? 

A. A password 

B. A PIN 

C. A fingerprint 

D. An ID card 

Correct Answer: D 



 

QUESTION 11

A technician is installing an operating system on a server using source files on a USB storage device. The technician is
unable to boot to the USB device using different USB ports on the server. Which of the following should the technician
do to ensure that the operating system can be installed from the USB storage? 

A. Copy the source files to a CD 

B. Install the latest USB device drivers 

C. Reconfigure the boot order 

D. Update the BIOS firmware 

Correct Answer: C 

 

QUESTION 12

The BEST way for a technician to configure a server rack for full power redundancy is: 

A. a single PDU attached to a single UPS 

B. multiple PDUs each attached to a single UPS 

C. multiple PDUs each attached to separate UPSs 

D. multiple PDUs attached to a high availability UPS 

Correct Answer: D 
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